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FOREWORD
by
Janet M. LaRue, Esq.
Senior Director of Legd Studies
Family Research Council

The author, David Burt, is a public librarian in Lake Oswego, Oregon, a loving
husband, father, and good friend. Despite his full life and schedule, he has become a
tirdess and effective activig working to keep Americds libraries safe for children and
adults and free from the destructive presence of illega pornography and sexud predators.

As a librarian, David knows and supports the misson and purpose of a public
library, best expressed in the misson statement of the Los Angees Public Library: “The
Los Angdes Public Library drives to inform, enrich, and empower every individud in its
community by creating and promoting free and easy access to a vast aray d ideas and
information and by supporting lifdong learning in a welcoming environment.” No one
could imagine that such a noble purpose was meant to include a pedophile operating a
child pornography website and soliciting sexud liaisons with children in thet very library.

Aware that pornography is becoming a staple in one library after another because
adults and children are accessng it through unfiltered library computer terminds, David
could no longer reconcile the misson of public libraries with what was happening.
Equdly disressng to him was the absolute refusd of the American Library Association
(ALA) to admit a problem existed or to exercise its enormous politicad and financid clout
to keep America’s libraries from becoming virtud dirty bookstores open to children and
funded by taxpayers Thankfully, a growing number of public librarians and officids
have recognized the magnitude of the problem and are acting to stop it, despite the
resstance of the ALA.

Davids activiem has exponentidly increased since he created his website,
www.filteringfacts.org, where he continues to gather, archive, and disseminate
information as well as provide assstance to those who share his concerns and efforts to
stop the misuse and perversion of public libraries.

While 74 percent of public libraries provide some access to the Internet and
related services through interactive computer services, only 15 percent of those libraries
utilize some type of blocking technology on a lees some of ther public workstations.
The most sgnificant reason that so few libraries have utilized blocking technology is the
policies, pressure, and practice of the ALA in advocatiing for unredtricted access by
anyone, regardiess of age, to dl of the materids avalable on the Internet regardiess of
content, including the most deviant pornography. This includes child pornography, hard-



core depictions of rape, sexud torture, sadomasochistic abuse, group sex, and sex
involving urination, defecation, and bestidity.

Dangerous Access, 2000 Edition, reports on a project David initiated last year to
follow up to his origind Dangerous Access released in March 1999. With the help of the
Family Research Council, David submitted Freedom of Information Act requests to al
fifty dae-library systens; responses were sent to him for sudy and andysis. Because of
the explicit nature of many of the reported incidents tha David highlights, reader
discretion is advised; the materiad is clearly not suitable for children. David is the sole
author of Dangerous Access, 2000 Edition: Uncovering Pornography in America’s
Libraries. As the reader will see in the following pages, David lays the blame a the
doorstep of the ALA.

The following pages prove that library online-services are being used by adults
and children to access illegd pornography and that libraries ae scenes of public
medturbation and other sex crimes, often with full knowledge of library daff, some of
whom have refused to cdl police The ALA has acknowledged that the Firss Amendment
protects none of this materid. It is the height of hubris and duplicity for the ALA and
public librarians knowingly to provide this illegd materid and datempt to wrap
themselves in the Conditution. (An andyss of federd obscenity, child pornography,
date materid-harmful-to-minors law, and the ALA Bill of Rights and Code of Ethics is
provided in Appendix B.)

All who want to enjoy the services provided by public libraries with the
knowledge they and their children are safe “in a welcoming environment” owe David
Burt their degpest thanks for his momentous work. If Americans fal to act upon it and do
nothing to stop the degradation and abuse of public libraries, it will be to their shame and
loss.



INTRODUCTION

A gx-month invedigation of documents obtaned through Freedom of
Information Act requests to public libraries has uncovered more than two thousand
documented incidents of patrons, many of them children, accessng pornography,
obscenity, and child pornography in the nation's public libraries. Many of the incidents
were highly disurbing, as librarians witnessed adults indructing children in how to find
pornography, adults trading in child pornography, and incidents involving both adults and
minors engaging in public medurbation a Internet terminds. Andyds of computer logs
from just three urban libraries reveded thousands of incidents that went unreported,
indicating that the 2,062 incidents represent only a fraction of the tota incidents
nationwide. The tota number of incidents eech year naionwide is likey to be between
four hundred thousand and two million.

Nearly dl of the nation’s public library systems were contacted with freedomof-
information requests, but 71 percent of the public library systems ignored the requests.
Both the American Library Association and a number of date libraries sent messages to
public libraries suggesting ways tha libraries could avoid compliance with the requedts.
Severd date librarians actually told public librariesin their states not to comply.

The incidents suggest that Internet policies done do not deter crime on library
Internet  dtations. The incidents supplied by libraries included 172 incidents where
librarians described crimes being committed, such as the accessing of child pornography,
the accessng of materia described by the librarians as “obscene” public masturbation,
and adults exposing children to pornography. In only sx of these incidents (3.5 percent)
were the police notified.

Obtained dong with the incident reports were the Internet access logs of three
public libraries that employ filters in Tacoma, Washington; Cincinnati, Ohio; and
Dayton, Ohio. The logs reved that among those stes blocked by filters, only 0.01-0.07
percent were nonsexud in nature. In other words, 99.93-99.99 percent of the time, the
filter did not block innocent Sites.

The falure of many libraries to prevent these incidents combined with the
demongrated effectiveness of filtering software supports the appropriateness of
legidation to require the use of filtersin public libraries.

WHY THIS REPORT WAS NECESSARY

According to a 1999 study in Nature, there are gpproximately 12 million pages of
pornographic content on the Internet, accounting for 1.5 percent of al Internet content.



The anonymous environment of the public library offers the ided place to access this sea
of pornography. Children who want to avoid supervised access to the Internet a home
and school, men who do not wish to risk their pornography habits being discovered by
their wives and children, transents without any other access to Internet pornography,
pedophiles wishing to download illegd child pornography, and sexud perpetrators
wishing to expose others to pornography would dl be atracted to a public library to
obtain free access to the Internet.

Many librarians report Stuations in ther libraries where “porn surfers’ create
serious problems. Michad Schuyler, sysems librarian for the Kitsgp, Washington,
Regiond Library System, describes the experience in his own library:

“Porn Alley” is what we cdl it heee—a row of PCs facing away from the
reference desk with full Internet access. It's inhabited from the moment we open
until the moment we dose by brazen folk who, with no shame, will look at
pornography no matter who is around or how shocking it may seem.?

Orange County, Florida, Public Library director Dorothy Field described her own
Studtion:

A number of people were coming into the library and accessng stes that would
be described as hard-core porn. | am not talking about Playboy and naked ladies. |
am taking about suff in the back room of adult bookstores. They would view this
for hours on end.>

The response of both the American Library Association and the “free speech
community,” organizations such as the American Civil Liberties Union and People for
the American Way, has been to discount such reports. Ann Symons, immediate past
presdent of the American Libray Associdion, recently sad, “The whole issue of
protecting children has been blown way out of proportion by the media and those who
seek to promote their own agendas”* Judith Krug, director of the ALA’s Office of
Intellectud Freedom, even went so far as to say tha “their number is so amdl that it is
damog laughable” and “only one child out of a trillion billion” might use library
computers to seek out pornography.®

Other free-gpeech organizaions have taken a gmilar line. Lary Ottinger, daff
counsd for the People for the American Way, cdled filtering “an unconditutiona
solution in search of a problem.”® The AcLU has dismissed the many published accounts
of patrons viewing pornography in libraries as“afew unconfirmed press reports.””

THE PHILOSOPHY OF THE AMERICAN LIBRARY ASSOCIATION

The American Library Association is a 58,000-member organization with a stated
misson “to provide leadership for the development, promotion, and improvement of
library and information services and the professon of librarianship”® The ALA has
tremendous influence over library policies and the practice of librarianship. A key part of
the ALA philosophy is its Library Bill of Rights. In 1980, the Library Bill of Rights was
amended to include nondiscrimination based on age:



A peson's right to use a library should not be denied or abridged because of
origin, age, background, or views.’

ALA officas sometimes attempt to finesse ALA’S policies to suggest that ALA does
not support children's access to Internet pornography. However, the officid ALA
statement, Access to Electronic Information, Services, and Networks: An Interpretation of
the Library Bill of Rights makesthe ALA pogtion clear:

Libraries, acting within their misson and objectives, must support access to
information on dl subjects that sarve the needs or interests of each user,
regardless of the user’s age or the content of the material.*°

Statements by leading ALA officids dso make this point. Judith Krug, director of
the ALA’s Office of Intellectual Freedom, stated, “Blocking materid leads to censorship.
That goes for pornography and bestidity, too. If you don't like it, don't look at it.”** Krug
not only seems to fed that pornography is not harmful to children, she has even sad that
parents who would tell their children not to read Playboy “don't really care about their
kids growing up and learning to think and explore”*? Krug's assistant director, Richard
Matthews, in response to proposas that the Internet access of minors be filtered stated
that “We recognize that minors have Firda Amendment rights, and any attempt to treat
them differently from adults redlly infringes on those rights”

ALA’s immediste past presdent, Ann Symons, made her philosophy clear in a
1997 interview with John McChesney of Hot Wired, an ontline megazine:

McChesney: | wonder if, if | were 13 and | went into a public library . . . and |
wanted to get a variety of pornographic materid, whatever they had there. Would
the library in any way sand in my way? I'm taking about hard copy here, physcd
suff made of atoms, magazines and so on. Would there be any attempt to keep me
away from it, to interfere with me?

Symons: | would say from my point of view there shouldn't be, and if the library
didn't own this materid and you as a 13-year-old asked for an interlibrary loan, that
should be granted to you just asit would be to an adult patron.**






L IBRARY INCIDENTSINVOLVING
INTERNET PORNOGRAPHY

The data for this

report was gathered during 1999 Study 2000 Study
two periods. Filtering Facts Requests Sent to Public Libraries 613 9,767
published Dangerous Access, U braries Reoorting No Incident A > 333
1999 Edition, in March 1999 -'°rares reporting o Tncidents '

dter gaheing the detals Libraries Reporting Incidents 114 338

from 613 freedom-of-infor-
mation requests filed with public libraries. Three months later, the Family Research
Council funded a more comprehensve series of freedom-of-information requests. Usng
the maling lig of American Library Directory, 1997-98 Edition, more than fourteen
thousand requests were mailed to the nation’s 9,767 public library systems.

After the responses were received, the totd number of incidents from al the 452
libraries that reported incidents were tabulated and classfied. The incidents, dong with a
few news dories published independently of this study, totaled 2,062. These incidents
involved library patrons viewing pornographic materid as defined by the incident reports
using the terms “pornographic,” “porn,” “pictures of naked women,” “obscene materia,”
“sex picture”  “sxudly  explict

Incident Reports, Patron Complaints, Number materid” “adult web dtes” and
and News Stories “qnut sites” Also induded in the
Child Accessing Pornography 472 totad  incident number  were
Adult Accessing Pornography 962 mudgnts tha fe?tured the names

of dtes being viewed by patrons
Adult Exposing Children to Pornography 106 that were obvioudy pornographic
Adult Accessing Inappropriate Material 225 in  nature. Parons  viewing
Attempted Molestation 5 _mapproprlate materid  were dso

included because the request letter
Child Porn Being Accessed 41 secificaly asked for incidents of
Child Accidentally Viewing Pornography 26 “patrons accessing pornographic or

Adult Accidentally Viewing Pornography 23 sexudly  expliat  meterid”;  these

incidents are, therefore, thought to

Child Accessing Inappropriate Material 41 be of parons accessng porno-

Harassing Staff with Pornography 25 graphic materid. Phrases used in

these incidents included *“inappro-

Pornography Left for Children 23 ; - -

: priate,” “not appropriate,” “objec-
Pornography Left on Printer or Screen 113 tionable” “violaing policy,” and
Total Number of Incidents 2,062 “offengve.”




In addition, eght freedom-of-information requests were submitted to public
libraries that use Internet filters and maintan logs of Stes accessed by patrons. Three
library systems supplied their respective incidents recorded in their computer logs:

Public Library Number of Annual Incidents*
Tacoma, Washington, Public Library 1,764 (actual)

Cincinnati, Ohio, Public Library 30,159 (attempted)**

Dayton, Ohio, Public Library 14,358 (actual & attempted)***

*An incident in a library computer log is defined as a single unique Internet
session.

**Based on a fifty-two day sample. All recorded accesses were blocked.

***Adults may override the filter. It is unknown how many blocks were
overridden or the content of the sites blocked.

CHILDREN ACCESSING PORNOGRAPHY

A dgnificant portion of the tota incidents involved children. The category, “Child
Accessing Pornography,” accounted for 472 incidents. There were 673 totd incidents
involving children; that is 33 percent of the totd. Mogt of the children were young
adolescents, but many of these children were quite young. In some incidents, older
children were showing the younger children pornography. The following incidents
involved young children:

A patron at the Houston Library noticed:

A st of brothers using two side by side display monitors. One child about twelve
was teaching two others about ten and eght years old how to access the

pornography Sites.
A patron in Bremerton, Washington, complained:

While my daughter checked out the books, my atention was immediately drawn
to this vivid full screen photo of a sensuous blonde with full fronta nudity! The 8
year-old boy operating the screen glanced around with a mixture of guilt and
desperation written dl over hisface.

A daf member a the Kokomo Howard County Public Library in Indiana
reported:

A young boy, about 9-11 years old, was signed up to use computer #1 for the
Internet. He had purchased paper and was printing off pictures before we noticed
that he was dtting a the wrong computer. Another patron who was signed up for
computer #2 told us about the mistake. We asked the boy to move over to
computer #1 and discovered that he had been printing colored pictures of obscene
materid. When the computer patron came over to use computer #2 we had to
clear his gtes in full view of the patron. We did not have any complaints and so



we did not ak him to leave his dtes. | discussed this incident with other Staff
members, 0 that we could watch him & monitor his behavior. We may want to
take another look at our Internet policy.

A librarian at the Morton Grove Public Library in Illinois reported:

Patron reported that she had been working in a study card near the Internet
terminas for approx. 2 hours During that time she witnessed a mae child,
approx. 7 years old accessng adult oriented web Stes a Internet station #3. When
she would wak past him, he would quickly switch to another screen The patron
reported having seen daff stroll past a couple times. The patron brought this to the
attention of desk gaff. When | returned from lunch, | spoke with her. Her main
concan is tha the Internet terminds ae much too fa away from the
daff/information dek. She sad that even if the daff patrolled by every 10
minutes, it gill wouldn’t be enough because the kids are s0 fast. She sad the
Internet stations should be directly in front of the information desk so that dteff
can easly see what te kids are into a any given moment. She is concerned with
al the children who use this tax-supported library, not just her own kids.

These incidents often upset library dtaff as wel as patrons. A branch manager of
the YakimaRegiond Library in Washington wrote to her director:

This is a difficult letter to write. . . . On Monday of last week a group of about
eght to ten teenage boys came to the library and asked me if they could get
pornography on the Internet. | replied that they could . . . Severd pictures were
printed of naked women from the wast up. Later that afternoon, one of the
younger boys (dementary age) sad that the big boys had shown some dirty
pictures on the computer . . . Firg, it is againg my persona convictions to provide
pornography or X or Rrated pictures to children. When | gpplied to work at the
library, running a porn shop was not in the job description. A second and gregater
issue is that we are supplying pornogrgphy to minors without their parents
permission or knowledge.

A gaff member at the Sesttle Public Library sent asimilar e-mail to co-workers:

Every day children are viewing materids that [they] are by law denied access to
in other venues. Traditiondly the library has offered free unfettered access to al
materids to any person regardliess of age. The library dso had control over what
materids are available. The Internet is uncontrolled. The best and worgt that
humanity has to offer is there in vivid color and sound for anyone who can point,
click, and type a few words. Why isn't the library providing protection from this
kind of materid? Immediate steps should be taken to form a policy on what
children should and should not have access to.

More incidents involved older children, sometimes with very explicit
pornography and chat rooms, as these library staff incident reports show:

A couple of our younger parons were printing out porno from the Internet
dations in the cubicles. They were between the ages of 10-12. These were



explicit bondage photos. | discovered them quite by accident. It was closng and a
printout was left in the printer. So, | would like to put an age of 14 redriction on
the cubicles.

—Escondido, Cdifornia, Library

At about 9:30 am, circulation forwarded a cal to me from a mother concerned
that her 12-year-old son had found “very explicit” and “disgusting” sexud
pictures on our Internet computer, printed them and brought them home. She
didn't seem to want to leave her name so | didn't push it. She clamed the child
sad an adult in the periodicals room showed her son where to find these pictures.
| of course, clarified that she didn't mean a dtaff member. | explaned that library
policy is that we don't dlow such things, etc. Once | got her to understand that the
library has no control over what is on the Internet, she seemed to accept my
answer.
—Grove City, Ohio, Library

A young lady about 13 years was using a chat termina. As | waked by | noticed
the word “f---ing” used a couple times. Next time | checked | noticed the screen
said “Now I'm touching your t-s” Then it went on into “Now I'm f--ing. . . .”
At that point | said to her that objectionable language shouldn't be used on the
computers and she should switch to another chat site. She said she would and then
logged off and |eft.

—Medina County, Ohio, Public Library

Shortly after the Columbine shootings in Littleton, Colorado, alibrarian at the
Bemis Public Library in Littleton expressed grave concerns to a supervisor about the
possibility of another incident tied to the library:

Last Friday | met with a mother who was cleaning her 15-year-old son’s room and
looking around to see what he's been up to. What she discovered was a 2 inch
thick stack of Internet downloads. The stack included 1. Credit card fraud—how
to do it, 2. Counterfeting money—how to do it, 3. How to make a portable
grenade launcher, 4. How to make an auto exhaust flame thrower, 5. How to make
dynamite, 6. Chemicd equivaencies, 7. Light bulb bombs and tennis bal bombs,
8. How to hot wire cars, 9. Mail box bombs and smoke bombs, 10. Sexudly
explicit pictures and sexudly explicit dories like “how many loads of c-- can
Katlyn swdlow?’ In the wake of Columbine, his mother wanted to turn these and
her son in for this The invedigation and interview of this boy reveded that ALL
of these downloads came from the Bemis library. There is no computer in the
child's home and his mother confirmed that the only place she takes him is the
Bemis library where he told her he does his homework. The kids dso offered that
it is widdy known that you can get anything from the Internet a the library
without any password, username or other informeation. Is there anything that can
be done about this? We have enough problems with juveniles without giving them
a library to gain access to whatever illegd and crime related materid they want. |
would hate to see where someone was injured or killed from a tennis bal bomb
that the suspect offers they learned to make from an Internet download a the



library. Ironicaly, the Rocky Mountain News had an article on it today (p. 22A). |
want to let you know this appears to be a growing problem.

Accessng Internet pornogrephy led some children to other behaviors. The
director of the Grayville Library in lllinois stated:

Five teenagers’young men lost computer privileges for accessng sexudly
explicit/pornographic web gtes . . . Two of the young men actudly entered the
library after hours to access these locations. Needless to say, the matter was
turned over to our loca police.

Four children were even observed who appeared to be masturbating, one to
bestidity. A Broward County, Florida, staff member reported that a

Young man probably 13 or 14 years old had accessed something having to do
with sex with animas. He acted strangdy, perhaps dso masturbating. | asked him
questions about what he was doing and after awhile he l€ft.

In Ft. Callins, Colorado, a staff member wrote:

Boy looking a pornography on the web and fondling himsdlf. Sandy- haired boy
of 11 or 12, har cut short, rather chubby. A library cusomer telephoned the
library to say that when he had been on a www dation earlier he had looked up
and seen a boy looking a “hardcore’” pornography on station #9 and touching
himsdif.

An incident report filed by a Ft. Vancouver, Washington, Public Library daff
member noted the following:

After saverd prior incidents of sperm being found by saff in the restroom on the
floor after a particular set of brothers have been using the Internet and restroom, |
approached one of the patrons, asked hm into my office and told him that we had
seen a patern of sperm and his Internet use. After examining his hands for an
extended period of time, | said that gaculation was an ingppropriate activity in the
library.

Internet pornography, pornographic chat rooms, and madurbation a the library
played a key role in the attempted molestation of a four-year-old boy by a thirteen-year-
old boy at the Phoenix Public Library, according to this police report:

On 629-98 a gpproximately 1430 hours, [S]ergeant Ruiz was contacted by a
patrol sergeant reference an attempt sexuad conduct with a minor, occurring a the
Phoenix Public Library. . . .

Officer Jackson firgt taked with Cheryl | who informed him that she had
arived a the library gpproximatdy a little dter 1:00 p.m. and her [four-year-old]
son needed to use the restroom. She walked her son over to the restroom located
on the second floor of the library and let her son go into the men's restroom by
himsdf. Her son was gone for gpproximatdy 2 to 3 minutes when he came back
outsde and told his mother that there was a boy insde the bathroom who was
willing to give him a quarter to “suck hisd---."



Interview with Damian [Suspected perpetrator, age 13]. Damian told me he
arived a the library approximately 12 o’'clock. He stated he had taken the bus
from his house and that he comes to the public library daily. | asked Damian to
tell me a little bit of what he does a the library. Damian dtated that he dways gets
on the computer and gets on the Internet and goes into the chat room on the
computer. He told me that his handle on the computer was Aqua 3000. He said he
entered a chat room and began to tak with a subject who referred to himself as
Macho Man 73, a which time this subject was making severd remarks to
Damian. Damian told me tha the subject was typing in remarks such as he knows
that his Mom smokes dope and that he was s0 skinny that you could hula hoop
him through a cheerio. Damian dated that he changed from that chat room and
went into a second chat room on the Internet and once again Macho Man 73 let
him know that he knew that Damian was at the public library and asked him if he
wanted to play truth or dare. Damian dated that he was willing to play that with
this subject on the computer a which time the subject told him to go into the boys
resroom which was located on the second floor and ask ancther little boy if he
would let him suck his d--. Damian responded back into the computer to Macho
Man 73 and stated that he would do it.

| once again asked Damian if what he had done was right or wrong. Damian
dsateld] that he knew tha this was wrong and that he has never approached
anybody like this before. | asked Damian then why did he do it this time, to which
he responded that it was a dare from the Macho Man 73 guy on the computer and
that he just wanted to do it. | then asked Damian what he meant by earlier in the
conversation tha he was going to the restroom by himsdf. Damian told me that
he was going to the restroom &fter he had been looking a pornography on the
Internet and he would megturbate himsdf while ingde one of the ddls in the
resroom. He told [me] that during this two to four hour period while at the library
he would go aminimum of two times each vist and magturbate.

—Phoenix Police Department Report, June 29, 1998

Petrons seeking to protect therr children in some cases reported meeting with
indifference or exasperation from librarians. As one incident report reveded, a patron
wrote to the Sacramento Public Library after this experience:

| was a the library with my children ages 7, 10, 12. A child was looking a an
Internet file that | felt was not appropriate to view in a public place. On the screen
was a photo of a nude woman lying with legs spread. Another person was
touching her bottom with hisher tongue. This child's activity was in plan sght of
everyone who happened by the computer area or was descending the Stairway to
the “kids place” My children dong with others in the area were unwilling
subjects to this unsutable materid. When | spoke to the staff person, | was
informed that she had no control in this matter, that is was the parent's
respongbility to control their children. Unfortunatdly, the parent of this child did
not gppear to be in the area at the time.

In another incident report, a patron a the Novi, Minnesota, Public Library wrote
to her library about her experience:

10



On a Saturday afternoon when we visted the library, | observed a young man
(around age 12 or 13) st down a an Internet station. Within a matter of seconds
he was viewing full screen, live action, pornography. He changed the screen a few
times and viewed a vaiety of other pornographic materid. | notified a librarian
who told me “theré's nothing | can do” and “this hgppens dl the time. . . . | am
especidly bothered by the men who comein here to do this.”

Another patron of Timberland Regiond Library in Olympia, Washington, wrote:

More and more as | vigt the library | see children dtting on the computers
looking a very graphic pornography. This time | glanced over and saw a young
teen viewing an explicdt image and an eight or nine-year-old boy was happily
looking over his shoulder. | told the librarian who smply shook her head and sad
there was nothing she could do about it.

Thee reactions by the librarians are consgent with how the ALA indtructs
librarians. A recent ALA pamphlet for librarians, Frequently Asked Internet Questions,
addresses the question, “What do | do when | find a child looking a sexudly explicit
information online?” The answer given dates “Public Libraries do not have policies tha
regrict the content or use of information provided by the library. Therefore, these policies
aso protect Internet use”*°

PuBLIC LIBRARIESAS CONDUITSFOR CHILD PORNOGRAPHY

One of the most serious problems with anonymous, unfiltered Internet access is
the use of libraries as conduits for the digtribution of child pornography. Filtering Facts
documented forty-one of these incidents.

Many public libraries employ policies that would seem to encourage the illegd
transmisson of child pornography. Many public libraries not only have privacy screens,
but dso dedtroy patron dgn-up sheets after use, and employ computer programs that
dete any trace of user activity. These policies make it very difficult for law enforcement
to catch pedophiles using public library Internet gations to download child pornography.
Indeed, such an anonymous environment of Internet access would seem atractive to
pedophiles, since there is little chance their crimes will be traced back to them. At the
Multnomah County, Oregon, Public Libray and the Los Angees Centrd Library,
pedophiles have taken advantage of the anonymity to run child pornography businesses
using library computers. The Los Angeles Times reported:

A convicted child molester who routindy used computers a the Los Angees
Centrd Library to collect and digtribute child pornography was arested after
planning what he thought would be a sexud liason with 9x youngsters—one as
young as 3, police said Thursday . . . “He would go to the library as soon as it
opened up and signed up to use each computer on each floor. . . From there he
mantaned his Web dte, while eemaling and communicating with members of
his club. He sent me as many as 300 images of child pornography.”*°
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The response of libraians to the transmisson of child pornography in ther
libraries & times encourage these activities. Only five of the forty-one (12 percent)
incidents of child pornography were reported to the police. Librarians actudly observed
the child pornography on thirty-three of these occasions reported to Filtering Facts.
Among the materid librarians described seeing were “nude pictures of young boys and
girls’ (Brevard County, Florida), “pictures of babies atempting sex” (Jeffersonville,
Indiana), “pictures of naked little boys” (Grand Rapids, Michigan), and a photo that
“showed a child no more than five with a man's penis in her mouth,” (Olympia,
Washington). In one incident report, a patron a the Sunnyvale Cdifornia Library
complained because the librarian did nothing:

During a vigt at the copy machine once | was able to view one of the monitors for
the Internet screen. The person was viewing child pornography. | complained to
the library gaff and was informed that nothing could be done to stop this. | was
very shocked and frustrated!

Some librarians confiscate the materia, issue warnings, or bar the patron from the
library, asthis saff incident report from the San Diego Public Library reveds.

Patron was usng the Internet dong with 2 young boys Mr. W. was sanding
behind them about 8 feet away. Patron turned around and said something to Mr.
W., which he could not hear and he moved closer to ask what he said. Patron was
verbdly abusive to Mr. W. and used foul language. Mr. W. observed that patron
was viewing nude pictures of young boys and girls on the Internet and he reported
it to library staff. | escorted Mr. W. to another area in the library and returned and
asked patron to leave because of his ingppropriate use of library equipment. |
reminded him that he had been warned severd times about this kind of behavior.
Peatron refused to leave. At this time | told him if he didn't leave voluntarily, |
would cdl the police and have him removed. Patron continued to use the Internet
for about 10 more minutes before police arived. | dgned a trespass order against

patron.
A gaff report from the Skokie, Illinois, Public Library issimilar:

Our biggest complaint has been . | did gpproach a man on the reference sde
who was bringing up pictures of babies attempting sex. | explained that this was
inappropriate and we had severa children in the building a the time. He sad OK,
but was trying to download to adisc.

Yet not dl librarians are as responsive. At the Sonoma, Cdifornia, Public Library,
a gtaff member sent an e-mail message to his supervisor sating:

There are 3 men on my shift who come in regularly, perhaps daly. One views
child porn of nude boys in tubs. . . . These images are clearly vsble. . . .What
does it mean to have child molester pogters up in our staff lounge & yet we make
daly Internet appointments for someone to watch kiddy porn in the library on the
library comp? Isn't this crazy?

But the supervisor responded:



| don’t like it ether, but there is nothing we can do about it. The best thing for
saff istoignoreit . . . please use your time in more constructive ways.’

One of the five incidents where the library actudly notified police occurred a the

Lakewood, Ohio, library. In an account from the Akron Beacon Journal:

efforts

But it was the library more than the police and prosecutor that darmed Chris
Link, executive director of the American Civil Liberties Union of Ohio.
“Traditionaly, librarians have protected their records of lending activity to the
point of being subpoenaed or going to jal,” she sad. But now, she sad,
“librarians are scrutinizing what it is you look a and reporting you to the police”
In the case of kiddie porn, Link said, such scrutiny “would seem to make sense”
until it is viewed in light of the government’s histor%/ of searches for socidigs and
communists or members of certain student movements.*®

The Cdlawvay County Public Libray in Missouri even actively ressted police
to investigate a patron accessng child pornography. Library dsaff refused to

cooperate, even when issued subpoenas. The county attorney explained in a letter to the

library:

When Fulton police received a report of a man going to the library, accessng the
Internet on the library computer, usng that library Internet access to view child
pornography and then using the library equipment to print out child pornography
a the library, an officer went to investigate. The officers and | were shocked that
the library through you and Nancy resisted cooperation rather than doing

everything you legdly could to help.
Findly, the pedophile monitoring group, PedoWatch, has confirmed that on-line

pedophiles are telling each other to use public libraries to download child pornography.
PedoWatch is “one of the oldest organizations on the Internet that is working with law
enforcement worldwide to remove child pornography and child luring activity,” and
currently works with “over 125 lawv enforcement officers’ to monitor the activities of o+
line pedophiles. The director of PedoWatch, Julie Posey, wrote the following in response
to aquery from Filtering Facts:

Bascdly what happens out there is that pedophiles on the Internet “network”
together. It is much like just about any other interest that a person may have.
There are mailing lists, message boards, chat rooms and multitudes of other
resources that they use. When a particular pedophile finds that the library is a safe
secure place to view and download pornography, he shares this information with
others with his same interests that he comes in contact with. Some libraries won't
dlow downloading so that information is passed on too. Remember that before
there can be child pornography in the first place, there has to be a perpetrator and
a victim. | have seen cases where pedophiles on the Internet use the library to tak
with children and eventudly lure them to have a face-to-face meeting. These
children are then molested, photos taken and further exploited when he sends the
child's pictures to masses on the Internet.*®



ADULTS EXPOSING CHILDREN TO PORNOGRAPHY

There were 106 incidents of adults exposing children to pornography. In most of
the incidents, the adult porn surfers appeared smply not to care who was around, even
openly viewing pornography in children’'s depatments, on terminds st asde for
children. Severd reported incidents contained letters from parents describing scenes they
witnessed in public libraries

My fifteenyear-old daughter returned from the library recently, visbly upset, and
told me that the computers in the library were being used by patrons to view
pornography. She personally observed graphic pictures on the screen and dso
dated that the computers in the children's section were being used by a minor to
participate in an adult chat room.

—Seminole County, Horida, Library

| am writing this letter to inform you of a very red problem that demands
yesterday's attention. Specificdly, the problem is a blatant abuse of the PC's that
have Internet access. | learned last week tha my sx year old daughter, while
walking through the PC area, came across a young man who had movie footage of
two men engaged in ord sex displayed on his PC screen. My ex-wife went
directly to the front desk and reported this Stuation. A few minutes later she saw
the man leave the library. What type of controls does the library have on the
PC's? With dl of the filtering devices avalable through the Net am | to
understand one or more of the PC's are not filtered? Let me propose to you a
ample solution. Turn the PC's in such a direction that dlows the front desk a
view of what is displayed on the screens. My other solutions are not quite as
condructive.
—Brookfidd, Illinais, Public Library

| am s0 gppadled at the pornography displayed on the computers by adult userd
My 11 year old son and | were flashed by one of these men with this obscenity on
the screen. Why isthis not prevented? The look on my son's face was horror!

—L afayette, Louisana, Public Library

The man next to my 13 year old daughter was in a party/chat room discussing

extremely obscene materid via the Internet . . . This man seemed to be very
excited during his conversation on the Internet and | was uncomfortable leaving
my daughter next to him.

—Orange County, Horida, Public Library

In most dtates, exposing children to pornography is a crime. Yet not one of these
106 incidents was reported to the police by library dtaff. Other incidents involved adults
actudly interacting with children and the use of pornography, as these three library daff
incident reportsilludrate:

Patron __ used the Internet from 9 to 12:45. He was observed in inappropriate
dtes, and was dso observed showing younger children how to view power
rangers on the Internet. Staff member Karen asked him not to dlow children to
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view the Internet, then he was warned by staff member Donna about site[s] which
could be construed as pornographic.
—Clermont County, Ohio, Public Library

White made with glasses and draight blond har with bading on top. Man was
“skinny” and wearing a white T-shirt. Three young boy[s] (89 years old) were
wating to use an Internet workstation. When the man using the workstation
finished, he handed a paper to the boys with the following URL: pergankitty.com
(see attached). The boys accessed the dte and discovered that it was
pornographic. They came to the Reference desk and explained the Stuation to

referred them to me. | asked them to repeat their story. According to the
boys, the man gave them the paper with the UR[L] and told them, “Look up this.
Youll like it” | cautioned the boys againg taking with srangers. | told them to
come to the Reference Desk if someone was bothering or worrying them. |
thanked them for telling us about their dtuation. They didit want to give ther
names or telephone numbers.

—Kern County, Cdifornia, Public Library

A young boy (about 12-13) complained about an adult mae who was viewing
“bad pictures’ on the Internet behind the reference desk and that the man was
harassing the young boy about doing his homework on the Internet.

—Sdt Lake County Public Library

PEDOPHILES LURING CHILDREN THROUGH LIBRARIES

There were five incidents of pedophiles attempting to use the library to molest
children. All five cases involved Internet access The first report was published in the
Southwest Arkansas Times:

JII Michelle Cronk, 26, was charged with third-degree carnd abuse for dlegedly
fondling a 14-year-old girl she had typed messages to over a lesbian chat line on
the Internet. The girl corresponded with the woman on the Internet using a Fort
Smith Public Library computer. Cronk, who had taked to the girl over the
Internet for about a month, caught a flight to Fort Smith Tuesday afternoon and
met 2t(t)we girl a the library branch on Market Trace, detective Cpl. Ron Scamardo
sad.

The second report was submitted by staff at the St. Charles, Missouri City-County
Library:

Stepmother called me, reported that Josh is 17, has been a Fulton for two years in
treetment for sexud offenses. Josh was udgng ther computer a& home to view
pornographic gtes . . . a violation of his treetment plan. . . . She found him at the
library and discovered what he was viewing [pornography] and reported it to
daff. . . . When | finished my conversation with her he was in the company of a
younger boy who looked about 10-years-old. . . . The police were caled and
discovered outstanding warrants againgt Josh.



The Charlotte News & Observer supplied the third report:

A Hanett County man has been charged with usng the Internet on public
terminals a the county library to offer his 7year-old daughter for sex . . . He was
usng a free emall sarvice to solicit people to have sex with his daughter, officids
of the State Bureau of Invedigation sad. The incidents began in June and
continued through October, when the email account was discovered by the man's
edranged wife . . . The warrant sad the man told his wife he was usng computers
a the Harnett County Library. The suspect “had access to numerous libraries and
may have been using multiple sources to access his account,” said Sabrina Currin,
a sheriff's detective

A fourth case involving a thirteenryear-old boy’'s attempt to molest a four-year-
old after viewing pornography and using a pornographic chartroom in the Phoenix Public
Library is described earlier in the section * Children Accessing Pornography.”

Two incident reports clamed perpetraiors exposed themsdves in front of
children:

We had a report from a mother who had Ieft her child, a girl aout 7 years old,
done in the children's room. When she returned the little girl’s screen had up a
picture of mde frontd nudity. There was an adult man dgtting next to the girl.
After the mother grabbed her child and left the area the little girl told her mother
that the man had exposed himsdf to her. When the mother returned to the
children's room the man was gone. The mother did not want to report it to the
police.
—Jefferson County, Colorado, Public Library

A mother in Ft. Lauderddle, Florida, writes of her daughter's experience a the
Broward County Public Library:

In mid-September, | dropped my daughter off a the public library while |
attended a morning class. When | picked her up, | could tdl something was
wrong, but it took her severd minutes to tdl me what had happened. She told me
that she had seen a man gtting a a computer and he was looking at naked women.
She then told me that she had seen him touching himsdf “down there” |
immediately turned around and went back to the library. My daughter, who is 12-
years-old, told me that she went to the information desk right away to report what
she had seen, but the library staff member did not cal the police. He did a search
of the library, determined that the man had left the premises, and asked my
daughter if she wanted to fill out an incident report. | spoke with this same library
gaff member. | told them | wanted the police and campus security caled. One of
the library dtaff sad there was nothing the police could do, but | indsted that the
police be cdled or | would cdl them mysdf. A report was taken by the police,
campus security, and the library. My daughter was so traumatized by the incident,
that she could not remember her address or phone number, and she had to be
hospitdized the next day for post-traumetic dress and suicidd intentions with
intent. Later the following week, | learned that this man had come back to the
library again, and he was escorted off library property and given a “no trespass’
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warning. The library daff faled to obtan this man's name, address, phone
number, or any other identifying information before giving him this warning. |
adso learned from a saff member, that this man had been reported doing the same
thing on sx prior occasons without the police being natified. It is the policy of
the library that the police not be cdled for any crimind activity unless directly
asked by a patron of the library to notify the police depatment. My daughter
continues to have nightmares about this incident and she is currently in thergpy
and on medication. At one time, she loved going to the library, now she is
terrified to enter the building.

The problem with pedophiles usng library computers to lure children has become
serious enough that it is even beng explicitly mentioned in the terms of supervised
rdease for Internet sex offenders, asthis article from The Roanoke Times describes:

A man who cdled himsdf “Dr. Evil” was sentenced in U.S. Didrict Court
Wednesday to 37 months in prison on charges related to his attempt to lure a 13-
year-old girl into a sexua encounter. Raymond P. Canupp, 41, of Charlotte, N.C,,
was aso fined $3,000, and must serve three years of supervised reease after he
leaves prison, sad Assdant U.S. Attorney Rusy Fitzgerad of Lynchburg.
Canupp, who cdled himsdf “Dr. Evil” on the Internet, was caught in the Bedford
County Sheriff’'s department’s cyber sting operation. U.S. Didtrict Judge Norman
K. Moon prohibited Canupp from owning a computer, possessing a computer, and
even being around a computer with an Internet hookup. “For instance, he couldn’t
go to a cyber cafe and 9gn on and check his eemall like you and | could,”
Fitzgerald sad after the sentencing. The redtriction adso keegps Canupp away from
libraries with online services, he said.*

ADULTS ACCESSING PORNOGRAPHY

The mgority of the incidents involved adults. There were 962 incidents of adults
accessing pornography. A number of these incidents described adults accessng materid,
such as bedtidity, that could fall under obscenity laws. On twenty-five occasions, library
daff reported seeing patrons accessng materid the librarians themsdves described as
obscene. Again, even though accessng and displaying obscenity is a crime, it appears
that in none of these incidents were police caled.

Porn aurfing by adults has crested such a hogtile environment that some patrons
no longer fed comfortable in the library, as these three letters from incident reports
indicate;

We mugt aso consder that the library should not become a “hogtile environment”

where patrons must guard againg accidentdly seeing something obscene. The

privacy screens only blot out so much. | ill recdl how uncomfortable | felt six
months ago when a younger teenager nervoudy watched me and everyone dse
who had waked past him and the @mputer he was using. Not comprehending his
concerned look, | looked back a him and inadvertently saw the word
CHEERLEADERS scroll across the screen, and then an image started to appesar. |
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waked on, 4ill being wached. | fdt like | was somehow an intruder. Suddenly,
after forty years of going to the library, it didit seem such a safe and friendly
place anymore.

—Sno-Ide Library Sysem, Marysville, Washington

| am writing a letter expressing the fact that the public library has now become
completely unusable for me and my family. My husband and | went into the
public library in Silverdde to look a some house plans on the Internet. | was
shocked to look over and see the man next to me looking at pornography. Right in
the middle of our public library a man was watching sexudly explicit acts My
children will never enter the library again until there is some kind of blocking on
this | will never vote for ancther library levy again because it is now unusable to
me. My children are 8, 10, 12 and have used the library for years. But not again.
—Kitsap Regiond Library, Bremerton, Washington

Is there any way you could move the Internet dtetions outside of the 4th floor
study rooms? | am a student who studies here 5 days a week and dmogt daly the
dation is occupied by 1 or more men looking a pornographic and violent scenes
on the Internet. These men are occasondly loud and they spend time daring into
the sudy rooms while printing out pornography. I'd fed very uncomfortable if
the door didn't lock and fed it necessary to bring a cdl phone in with me every
day.
—Denver Public Library

Library staff aso reported they felt these conditions were creeting an unsafe or
unpleasant work environment, as these staff memos to supervisors show:

Snce we do not have a filter sysem, we do have patrons that pull up
pornography, and | tell you, | hate it. | don't care if someone chooses to look at
pornography, or to not use that term, nekkid people having sex on the computer
screen, in their own home, but please don't expect me to see it in my workplace.
It redly affects me when | have to go tdl someone to remove that ste from ther
screen because it is againgt policy. | don't mind telling them, but | end up getting
aclose up view of what they are looking at.
—Public Library of Charlotte and Mecklenburg County, North Carolina

| know this is not the first time | have expressed this, BUT | fed a need to express
mysdf on this issue agan. | an pesondly offended having to work in
surroundings where pornography is openly viewed. Today | was photocopying the
time sheets and | had a full view of the Internet workstation and could very
clearly see 10 feet away what was being viewed. The privacy screens do not work
from draight on. They only omit a sddong view. | thought the info from Project
Hope was very interesting in the Commission packet. | especidly agree with ther
points on workgtations in the children’s area. Thanks for letting me vent.
—Sonoma County, Cdifornia, Library

Tonight a 5:05 p.m., | confronted a man named on Internet #2. He was
atempting to hide the screen he was viewing by pulling down the “Please Sign in
a Reference Desk” sgn, and peeking under. | met his gaze, looked at the screen
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and told him he needed to log off that termind. There were over 40 windows of
pornography open, and | told him to close them. Up a the desk, | informed him
that he was no longer ale to use the Internet in the library, as he had violated the
policy. . . . I'm tired of confronting these men, and I'd be happy D put filters on
al PCs.

—Irddl County, North Carolina, Public Library

Other gtaff memos and incident reports aso depict uncomfortable librarians:

Viewing pornogrgphic dtes induding bondage—naked women in chains. When
spoken to, he shut down the dte to a point where we couldni't back screen into
gtes. Jennifer complained that Stes made her uncomfortable as she was using the
other workstation.

—Saint Charles, lllinois, Public Library Didrict

Patrons are viewing pornography and 1 man took great joy in embarrassng a taff
member by leaving a picture of 3 women having sex on the screen and then
cdling her atention to it. It gppears to be the same little group of people who are
doing this. The materid they are pulling up ranges from the average Playboy
centerfold to explicit photographs of genitdia or people having sex. There are
aso photos of women in degrading Situations.

—Kansas City, Kansas, Public Library

Type of Incident: Verbd/Sexud Harassment Date of Incident: Ongoing
began using Netscape about 3 or 4 weeks ago. He tries to engage in conversation
and frequently turns around and looks a me. He found out my name and cdls me
on a firsg name bass. He's asked where | live and | didn't tdl him. What makes
me paticularly uneasy is | have b lean over to log him back on. A few times I've
noticed him viewing patidly clothed women on Netscgpe, which adds to the
awkwardness... I'm not going to work the desk when he's there. Claudia and |
have discussed this and we have discovered that Mr. _ is dso bothering other
daff discussng the “only soft-core” pornographic pictures he is printing out. We
are trying to reschedule Claudia’ s hours so she can avoid him.
—Harford County, Maryland, Public Library

Findly, a group of forty-seven librarians and other library employees of the
Minnegpolis Public Library published this letter of protest in the Minneapolis Sar
Tribune:

Every day we, too, are subjected to pornography left (sometimes intentionaly)
on the screens and in the printers. We do not like it ether. We fed harassed and
intimidated by having to work in a public environment where we might, a any
moment, be exposed to degrading or pornographic pictures.

While the American Libray Associaion (ALA) and our Minnegpolis Public
Library administration have taken the firm stand that redricting Internet access in
any way is unacceptable censorship, most of us working directly with the public
disagree. The issue is not one of intelectua freedom, but rather whether obscene
materia should be publicly displayed. If a Penthouse magazine cover must be
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kept out of public view in a grocery store should not the same principle apply in a
public library?

Compromise solutions do exist, and are being used successfully at other
libraries. Sophidticated filters could provide inteligent monitoring on those
terminasin high access aress of the library.

Contrary to the “officid” line of the ALA, filters can be desgned to alow
searching of topics such as “breast cancer,” while at the same time blocking most
pornographic Stes. And for patrons wanting unrestricted access, a number of
nonfiltered terminals could be located in a less-traveled area of the library. With
such an arrangement no one’ s rights would be violated.

Libraries across the country are coming to the redization tha they must ded
responsbly with the problem of Internet pornography, or permanently lose
patrons. . . .

At our reference desks we hear numerous complaints, often from parents with
children or teenagers in tow, and many say they are not coming back unless the
gtuation is improved. Yet letters and calls to our director and to the Library Board
have gone unheeded. >

Some urban public libraries report that their Internet dations are dmost taken
over by porn surfers, asthis news story shows:

In the Los Angdes Centrd Library, for ingance, the machines are regularly
geered to online photos of naked women, digitized videos of sex acts and ribad
chat-room discussons. A few patrons even use stolen or made-up credit card
numbers to vist pay-per-peep porn Stes, according to a browser familiar with the
scam. Despite a 30-minute time limit on Internet use a the Los Angdes Library,
for example, legitimate researchers sometimes have to wait in line because the
machines are tied up by people perusing personal ads or X-rated chat rooms. One
of the sex browsers, an 18-year-old college student who declined to be identified
(Well cdl him Patron X), says he and a leest hdf a dozen friends—plus assorted
businessmen and “sreet people’—routingy cruise the Centrd Library Internet for
porn. Tha last part, computer-savwwy homeless people, might seem hard to
imagine, but Patron X says they're “redly good a this. . . . We trade secrets” One
of the mogt prized tricks finding Internet Stes thet post credit-card-number
formulas that can be usad to get into live-action Web Stes where customers must
pay up to $10 a minute to type indructions to a stripper and watch her perform as
requested.?*

There were thirteen incidents where library users were engaged in public
masturbation. Nine of these were adults, and four were children. (For detals, see the
previous section on “Children Accessing Pornography.”) Most of these incidents would
violate state laws againgt indecent exposure or public lewdness. Once again, police were
seldom called.

The Broward County, Forida, Library recorded four separate incidents of public
megturbation, and only saw fit to bar a sngle user from the building. The records detall
the following occurrences.
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Madturbation while viewing porn dtes. Man Libray—RIS (3rd floor). Fort
Lauderdde Police Officer on the scene. Sergeant  approached me about a
young man using the computers who was viewing porn Stes. Paron had been
escorted out the library earlier this week by an officer(?). | approached the young
man to investigate the report. The young man was dStting a the computer
medtiurbating. | caled his attention to his action and he indead continued.
Sergeant _ then told him to leave. Sergeant _ warned him not to return to this
library or risk being arrested for trespassing. Sgt. ~ told him not to come on the

property as well.

| was coming back from a bresk at 345 and __ informed me that she had just
caled security due to an incident with a patron. _ sad that as she was
ecorting an dderly lady to the medicd reference index table, she saw this young
man watching a Java script movie of a man masturbating. ~ asked him to get
off the web Ste. She went back to check a second time and she said the patron this
time had his hands in his pants and continued to be in the unauthorized web ste.
Security escorted the patron outside the building.

The defendant was given a verba trespass warning on July Sth, 1998 by this
officer after being asked by library gaff to leave the library after he was observed
looking at sexudly explicit materid and at the time of contact he gppeared to be
fondling himsdf. Subject had a tha time his pants unbuttoned which was
observed by librarian. Subject  continudly re-enters library and did so today
and was subsequently arrested.

Other library staff reported Smilar masturbation incidents:

This man is a regular user of Internet IP Station where he views gtes that feature
femde nudity. Frequently this man places his hand in his pants and has been
observed doing this during the past several weeks. Today | approached him and
asked that he not place his hand in his pants, daing that it was ingppropriate
behavior. | asked if he understood what | was saying—he shook his head “yes’
but made no other communication.

—Highland Park, Illinois, Public Library

Just after we had opened a patron wanted to use the reference dept superstation. |
walked over to the computer and noticed a condom lying right by the keyboard. It
was not in a package and appeared to have been used. | had worked the evening
before and had been the one to shut down the computer. If the condom would
have been there then, I'm sure | would’ve noticed. | grabbed a handful of tissues
and picked it up and threw it away. Then | sprayed cleaner on the area and wiped
it up and gpologized to the patron who had witnessed the whole thing.
—Kansas City, Kansas, Public Library

A regular customer told me he was working on computer #3 and the man next to
him a #2 was masturbating. | approached the person and said we had a complaint
and please remember that you are in a public place where the nude pictures on the
screen might offend others. Person left afew minutes later.

—Ann Arbor, Michigan, Public Library
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As | was waking in a the sart of my shift, the librarian on duty took me to the
back to tel me that the person we caught masturbating before was here and doing
it again. | waked around the computer dations and noticed patron had a
pornographic image up on the screen and was looking around very nervoudy.
After watching for a few minutes | could see movement of the left hand which
appears to be masturbation. So | approached patron and let it be known that that
kind of behavior is agang the library rules of behavior and that the library will
not tolerate it. | told patron to leave and not to re-enter for another month. | took a
copy of library ID and handed patron a copy of the rules of behavior.
—Ann Arbor. Michigan, Public Library

Today one of our long time porno viewers got out of hand. He was viewing some
porno and masturbating. J. and | both agreed—it was obvious in many ways.
Marlene  advised me to cal after we discussed it. 6 month T.W. issued—no
further incident.

—Orlando, Horida Public Library

This Indiana patron filed asmilar complaint:

| have seen a man bring up teen porn with pictures of totadly naked guys on the
screen and rub himsdf in the genitdl region while viewing this Children from the
age group of 7 on up were in the Reference Dept during this time, induding my 2
daughters. This incident happened 11/5/98 between 7-8 PMm. | informed the
librarian & the desk and she then informed the man that he had to get off of the
Internet. | have seen this same man bring up Internet Stes with pictures of naked
men on other occasions,
—Muichigan City, Indiana, Public Library

THE EXTENT OF THE PROBLEM

How extensve a problem is the viewing of pornography in public libraries? This
is a difficult question to answer, because no scientific sudies have ever been conducted
addressng what public library patrons access on the Internet. When the author tedtified
before the Nationd Commisson on Library and Information Science in December 1998,
he requested that both the Nationa Commission and the ALA conduct such studies® The
request was ignored.

The 2,062 documented incidents in this report only tel a smal pat of the dory.
Only 29 percent of the public library systems in the country even responded to requests
for information about the use of pornography, and these reports include only those
incidents for which there was documentation that the library was willing to provide.

Actud measurements of Internet access in public libraries strongly suggest a
much bigger problem than is reflected by the incident reports themselves. Internet access
log-files from public libraries suggest that between 0.5 percent and 2.5 percent of public
library Internet access is pornographic. Five public libraries took actud sampling data of
what library patrons were accessing, based on logs generated by filtering or monitoring



software. Three of these libraries dso recorded the number of incidents, defined as a
unique Internet sesson where a patron accessed or attempted to access blocked materid.
For a complete discussion of how this data was gathered and andyzed, see Appendix A.

Public Library Number of Annual Incidents Percent of Sites Classified as
Pornographic

Chicago Public Library N/A* 5.00

Tacoma Public Library 1,764 (actual) 0.95

Cincinnati Public Library 30,159 (attempted)** 0.53

Kalamazoo Public Library N/A* 0.50

Dayton Public Library 14,358 (actual & attempted)*** 0.36

*Gathered using monitoring software. No actual filtering took place.
**Based on a 52-day sample. All recorded accesses were blocked.

***Adults may override the filter. It is unknown how many blocks were overridden, or the content
of the sites blocked.

The wide vaidion among libraries is dmog certanly the result of different
polices and procedures. The Chicago Public Library has unfiltered, unmonitored Internet
access from workgtations equipped with privacy screens. The Cincinnati Public Library
has completdy filtered workstations with no privecy screens and a monitoring policy.
Tacoma and Dayton have “partid filtering.” Dayton adlows adults to override blocked
dgtes, Tacoma displays blocked dtes, but deletes al images. Kaamazoo has a monitoring
“tap on the shoulder” palicy.

Edimating the percentage of Internet use devoted to pornography in public
libraries nationwide is problematic based on this sampling, for a number of reasons. The
sample sze, five, is smal and is composed disproportionately of urban libraries. Urban
libraries are thought to have higher incident rates because of the grester degree of
persond anonymity than in smaler communities Three of the five (60 percent) have
patid or tota filtering, compared to just 15 percent nationwide?® Totd or partia
filtering obvioudy decreases the number of incidents.

Kaamazoo, Michigan, probably comes the closest to representing a typica public
library. Located in the Midwest, it serves a medium-sized population (116,000) and has a
“tap on the shoulder” policy where porn surfers are indructed to stop if seen. The
percentage of pornographic web stes accessed (0.5 percent) may be typica for similar
libraries®’ Other libraries, like Chicago, employ “privacy screens” which no doubt
encourage porn surfing, and likely record much higher rates, such as Chicago's 5 percent.
These urban libraries with lax Internet policies make up a large chunk of the nation's

thirty-nine thousand public library Internet terminals?®

Therefore, an estimate of between 0.5 percent and 2.5 percent of Internet use in
public libraries is probably for pornographic purposes. This might sound trivid, and
indeed the Chicago Riblic Library even dated that its own pornography rate of 5 percent
“dlows us to paint the far-right agenda as much ado about not very much.”?° Yet when



one condders--based on dae datigsics of annua Internet sessons—Americas public
libraries had approximatedy 82 million Internet sessons last year, the problem is not
triviad.>® This would indicate an annua incident rate of between four hundred thousand
and 2 million.

This suggests massve underreporting of incidents, and indeed comparison of the
number of incidents written in incident reports and peatron complaints to incidents
recorded in log files strongly supports this concluson:

Library Number of Written Incidents* Number of Annual Log Incidents
Cincinnati, Ohio** 14 (Since January 1996) 30,159 (attempted)

Dayton, Ohio*** 0 14,358 (actual & attempted)
Tacoma, Washington 8 1,764 (actual)

*An incident in a library computer log is defined as a single unique Internet session.
**Based on a 52-day sample. All recorded accesses were blocked.

***Adults may override the filter. It is unknown how many blocks were overridden, or the content
of the sites blocked.
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How THE AL A AND STATE LIBRARIES
DISCOURAGED RESPONSES

The response rate of 27 percent was a disappointment, as an earlier series of 613
freedom-of-information requests in 1998 to public libraries resulted in a 50 percent
response3! One thing changed between then and now. The most likely reason why 73
percent of public libraries ignored the requests was the action by the American Library
Asociaion and many of the gtate libraries to discourage responses. Both the ALA and a
number of date libraries sent messages to public libraries suggesting ways that libraries
could avoid compliance with the requests. Severd date librarians told public libraries in
their states not to comply. Both the ALA and a number of the date libraries made public
comments that would suggest attempts to influence the attitudes of librarians againgt
compliance. Consdering that the ALA feds the misson of public libraries is to uphold the
public's right to information, and that both the ALA and dState libraries lobby for more
comprehensve freedom-of-information dautes, this behavior is highly unusud and
contradictory.

Initial Response by the ALA. Within a few days after the requests were mailed,
employess of the ALA and its dected representatives began publicly discussng the
requests, contacting thousands of public libraries, providing advice on ways to avoid
responding to the requests, and making members aware of the views of the requestors.

Chrigine Lind Hage, ALA councilor and presdent of the Public Library
Asociation, sent an emall message to other ALA members dating, “1 asked [ALA
Presdent] Ann Symons if ALA could respond or at least offer some support to public
librarians. Evidently Bruce Ennis, atorney for the Freedom to Read Foundation, has
prepared a document for their consideration.”?

The ALA Office of Intdlectual Freedom sent a broadcast message via eectronic
mail to thousands of public libraries on June 23, 1999, titled “Coping with FOIA [Freedom
of Information Act] Requests” The message derted libraries to the freedom-of-
information requests, dteting that “libraries recalving FOIA requests should consult their
atorneys who will determine whether they can or must provide the information
requested,” and urging libraries to “identify possible exemptions’ to the freedom-of-
information requests that would alow libraries to avoid compliance, such as “out-of-date
requestors—some states have citizenship requirements”3

ALA oouncil member Kaen Schneider, who plays an active role in the
asociation’'s efforts to oppose filtering in libraries, dso sent a broadcast message via
dectronic mail to more then thirty-five hundred public libraians®* In her message
Schneider stated that:



An interesting point about the Fltering Facts FOIA (FFF?) is that the postage
meter used to mall dl those FOIA requests from Holland, Michigan, is owned by
the Family Research Council. Check them out at http:/mww.frcorg. This is a
group with some very . . . *definite* views>®

Findly, a news item appeared in the web verson of American Libraries, the
ALA’s offidd organ, informing libraries that Fltering Facts Presdent David Burt has
launched anew phasein his effort to force libraries to turn over documentation.”®

Later Responses by the ALA. The ALA became even more aggressve in its
handling of the freedom-of-information requests, sending a message to thousands of
libraries seeking information about the requests, publishing an aticle in a newdetter
warning libraries that the “queries have raised confidentidity concerns”  publicly
discussing the connection with the Family Research Council and making an issue of its
misson datement. It would aso be reveded through freedom-of-information requests to
date libraries that ALA had sent smilar broadcast messages to many of the dtate libraries,
anumber of which took active steps to stop release of the records.

On July 13, the ALA Office of Intdlectua Freedom sent the following broadcast
message to thousands of public libraries:

The Office for Intdlectud Freedom is interesed in obtaning photocopies of
letters that libraries have recelved requesting information under the Freedom of
Information Act regarding patron and daff complants, internd memos, e-mal
messages, or incident reports about patrons accessng “pornographic or sexualy
explicit materid” on public Internet terminds. OIF ds0 is interested in obtaining
photocopies of the envelopes in which these letters were received. Please send
them to the address below or fax them to 312-280-4227. Thank you.>’

This message generated a great dedl of controversy.®® The author pointed out that
this seemed to violate two of ALA’s own principles. Here is what its own code of ethics
afirms

We protect each library user’s right to privacy and confidentidity with respect to
information sought or received and resources consulted, borrowed, acquired or
tranamitted.>®

In responding to Filtering Facts requests, the ALA dso violated their
confidentidity policies

The ethicd responghilities of librarians, as well as datutes in most states and the

Didrict of Columbia, protect the privacy of library users. Confidentidity extends

to “information sought or receved, and materids consulted, borrowed or

acquired,” and includes database search records, reference interviews, circulation

records, interlibrary loan records, and other persondly identifiable uses of library
materias, facilities, or services*°

Ironicdly, it was in response to attempts by the Reagan Adminigration to gather
intelligence information about library users that prompted the “Policy Concerning
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Confidentidity of Persondly Identifidble Information.” Now the ALA was engaging in the
same type of intdligence-gathering behavior directed toward an individud library user.

In the School Library Journal, the ALA Office of Intdlectud Freedom Director,
Judith Krug, publicly commented on the freedom- of-information requests:

Krug says tha most of the librarians who have cdled her for advice on how to
handle Burt's FOIA requests see Burt's actions as a “prick in the side” According
to Krug, ALA is advidng librarians to conault ther sate FOIA laws and to contact
atorneys to determine whether they must provide the information requested.**

Inits publication, Newsl etter on Intellectual Freedom, the ALA reported:

David Burt, a librarian in Lake Oswego, Oregon, has been contacting libraries
nationwide and asking them, under state freedom of information laws, to turn over
records of complaints they have received about patrons, especidly children,
viewing ingpproprigte materia on library computers. His queries have raised
confidentidity concerns*?

In American Libraries, the officid organ of the ALA, an aticle aout the freedom-of-
information requests actudly discussed the views of the organization asssing Filtering
Facts in processng the requests, the Family Research Council:

Librarians across the country reported that the FOIA request they had received
from Burt bore a Holland, Michigan posmark, dthough Filtering Fects is
headquartered in Lake Oswego, Oregon. According to Dave Bradley of the
Holland Pogt Office, the posage meter on a number of those enveopes is
registered to the Family Research Council. On its Web site (www.frc.org), the
nonprofit public-policy advocacy group lists among its gods: “inform and educate
citizens on how they can promote Biblical principlesin our culture”*®

Agan, this would seem to violae the ALA’s own principles, as politicd or
religious views should never be taken into account when a librarian meets an information
request. Again quoting from the ALA’s Bill of Rights “A person’s right to use a library
should not be denied or abridged because of origin, age, background, or views.”**

The ALA would have good reason to emphasize a connection between rdigious
conservatives and the requests, snce many librarians are liberd and the ALA activdy
promotes hodtility toward religious conservatives. A 1991 survey compared attitudes
toward reigious activids among librarians and the generd public. They were asked,
“How much of a say should [minigers and leaders of rdigious groups] have in
controverses about the kinds of materias that should be in libraries?” “No say a dl,”
wal.)sl_ ttg response of 57 percent of librarians, compared to 27 percent of the genera
public.

The dtitudes that the ALA promotes toward socid conservatives show themsalves
inthe ALA Intellectual Freedom Manual, 5th edition, a guidebook that the ALA provides
to librarians for deding with censorship. The manud devotes a portion of the
introduction and an entire chapter, “Pressure Groups. Politics, Rdigion, and Censorship
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in Libraries’ to indructing librarians on deding with rdigious conservetives, suggesting
they are “smplistic’ and motivated by prgudice:

In the past thirty years, the United States has become a more plurdistic society. . .
Africanr Americans have a more prominent voice in shgping culturd norms.
Puerto Rican, Mexican, Cuban, and Centrd American cultures have enriched
many sections of this country. . . . Not al persons embrace these changes or are
comfortable with them. A growing sector of American society condders such
plurdism dangerous. Some bdieve that our founding fathers did not intend for us
to become a country of such diversty. . . .

Why is membership in such pressure groups increesng? Fear of the unknown, a
feding of lack of control over on€s life, and a longing for a mythica “smpler
time’ may al be factors. These are coypled with a strong yet ampligic view of
Chrigtianity.*®

In the introduction to the manua, Krug aso argues:

In the politicdly conservative cdimate tha prevaled following the November
1994 congressond dections, free expresson came under intensfied attack—
consarvative religious organizations made headway in ther demands for
redrictions on the avalability of information ther members find offensve, often
using the excuse of “protecting the children” to advance a broader socia agenda
of areturn to “family vaues’ and one type of fundamentalist Christian belief.*’

The aticle on pressure groups urges librarians to familiarize themsdves with
“df-described ‘ Chrigtian conservative' pressure groups’ because:

Unfortunatey, some “liberad-minded” people have gained a dubious reputation
for complacency and even smugness—and for their tendency to take liberty for
granted and ignore the need to be condantly vigilant. Pressure groups know this
and take advantage of it.*®

Candace Morgan, the presdent of ALA’s Sster organization, the Freedom to Read
Foundation, aso writes in Library Journal warning librarians that upset locd parents
may in fact be part of the “Bible-bruiting” rdigiousright:

FOF [Focus on the Family] is part of a conservative codition of groups thriving
under the country’s resurgent tolerance for the Bible-bruiting agenda of the
Rdigious Right, an agenda that in some cases has sought to edipse the Firgt
Amendment. As a reault, a locd library having to contend with what it thinks is a
grass-roots effort to keep a certain book out of its collection actualy may be up
against an extension of a powerful national outfit.*°

Agan, the ALA has been a strong advocate for freedom+of-information laws and
principles. ALA celebrates Freedom of Information Day every March 16—the birthday of
James Madison—and presents a Madison Award that “honors those who have
championed, protected and promoted public access to government information and the
public's right to know.”>® On Freedom of Information Day 1999, ALA President Ann
Symons said:
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No vdue is more highly regarded by librarians than freedom of access to
information, and that freedom has specid sSgnificance when it comes to accessng
government information,>*

Liberd access to government information has aso been a priority for ALA
Presdent-elect Nancy Kranich:

Librarians and libraries have a unique role to play in assuring equa and ready
public access to government information. . . . But unless librarians make the right
to know happen by actively advocating the rights of users, it amply will never be
a redity. . . . Without the vigilance and leadership of librarians working together
with other organizations interested in promoting the public’s right to know, access

to government information will deteriorate even further. . . . At risk is the very
aurvivd of the democratic system that safeguards our cherished freedoms and
rights.>2

Explanation for the ALA Response. There does not appear to be any precedent
for this type of behavior from the American Library Associaion: publicly disclosng the
name of a library informationseeker, actively gathering information about the seeker's
requests, contacting libraries and advisng them on ways to avoid complying with the
information requests, publicly discussng the seeker's dffiligions, and assessng the
religious and politicd views of those paticipating in the information seeking. As
discussed @bove, this behavior would appear to violate many of ALA’sS own ethicd
standards.

Why would the ALA violae so many of its own principles? An exchange on the
ALA Council Discusson Ligt between the ALA president and an ALA councilor sheds some
light. ALA Councilor Karen Schneider expressed great concern over how the freedom:of-
information responses would be used:

Prediction: FF [Filtering Facts] is going to come out with a “report” that will be
used by senaors, lavyers, and others involved in legidaive and judicid
processes, not to mention the media, “demondrating” tha the Internet is such a
“problem” in libraries that filtering is urgently required and is the only red
solution to this manufactured problem. . . . We don't have a body of research
(though | know the data is out there, if we look) to underscore what any librarian
will tdl you—that the “problem” has been manufactured by folks who are dead
st on censorship. . . . Do we redly want the next judicid bettle on this issue to be
an uphill fight? My suggestion—to anyone who would listen—was that ALA
should sponsor a report (or, even better, reports) much, much sooner than later,
demondrating the importance of the Internet in public libraries and refuting the
concept that there is a“ problem.”>3

ALA Presdent Ann Symons responded and agreed, citing a meeting among ALA
officials where the issue was to be discussed:

Today—as we speak—Bill Gordon, Carol Henderson, Judy Krug, Linda Walace,
Nancy Kranich, Steve Herb (chair of IFC) and representatives from IFC and
Legidaion Committee are mesting in Washington to ded with some of the issues
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Karen raises as well as how we help our members. | faxed Karen's message to
Carol Henderson so that the assembled group could have it at their meeting and |
am sure that Bill, when he returns, [will have] read dl the ensuing messages. |
believe there is agreement that we must have more than anecdotal evidence®*

INVOLVEMENT OF STATE LIBRARIES

When it became dear that dae libraries were actively involved in coordinating
responses to the freedom-of-information requests, Fltering Facts filed fifty more such
requests, one to each date library. These additiona requests sought documents relating to
the date libraries involvement in public libraries responses to the origind requests and
communications they may have had with the ALA involving the requests.

A totd of thirty-three State libraries responded, twenty-one admitting they were
involved in coordinating responses to the requests. Six date libraries released messages
they had received from the ALA Office of Intellectud Freedom that described methods for
regponding to the freedom-of-information requests. Sx date libraries dther
recommended that libraries in ther stae should not or need not comply. Other date
libraries suggested ways to avoid cooperating with the requests. Nine dtates clamed they
had nether sent nor received freedom-of-informationrelated messages, though in two
states other documents suggested otherwise.

State Libraries Admit Coordinating Responses. A tota of twenty-one of the
thirty-three dtate libraries admitted coordinating responses to the freedom-of-information
requests. Six of these states released documentation that the State library had answered
questions from locd libraries related to the requests, while fifteen of the dtates released
documentation indicating the date library had preemptively sent out broadcast messages
via fax, letter or e-mall derting libraries to the requests. Severad date libraries instructed
locd libraries that these were legd requests and they were obliged to comply, while
severd othersingructed libraries not to comply.

The fact that the dtate libraries were cooperating with each other in responding to
the requests also emerged from the freedom-of-information responses. The Utah dHate
librarian released a message from the Oregon State librarian that was posted on the Chief
Officers of State Library Agencies éectronic discusson ligt to the other forty-nine dtate
librarians advisng “that libraries might consult with legd counsd before assuming they
must turn anything over to Mr. Burt”>®> A message from Nancy Bolt, state librarian of
Colorado, was sent to the Western Council of State Libraries discusson lig. It discussed
Filtering Facts second freedom-of-information request to the dtate libraries and sad, “I
recaeived it as wdl as a fax yesterday. Ironicdly, dl my correspondence is with other
State librarians and he hasn't asked for that.”*°

At the ALA conference on June 28, 1999, a meeting of the State Library
Conaultants Discusson Group made the requests pat of their agenda State library
conaultants from Missouri, Mississppi, Connecticut, Indiana, and Oregon discussed the
requests.”’



As was the case with the reaction of the American Library Associaion, there
appeared to be no precedent for this behavior among date librarians. There are no known
ingances of date librarians coordinating responses to the requests of library information:
seekers, paticulaly in light of ALA’s wel-known privacy policies. It adso appeared
highly unusua for government agencies from multiple states to be monitoring requests of
acitizen, then sharing what information they had gathered with one another.

No direct evidence suggests that the ALA specificdly asked state libraries to
monitor the freedom-of-information requests. However, the Alaska date library released
the broadcast message it had receved from the ALA Office of Intdlectud Freedom
seeking copies of requests®® The sate libraries of six other states released copies of
broadcast messages received from the ALA Office of Intellectud Freedom that provided
indructions for dedling with the requests.

Attempts by State Libraries to Discourage Responses. At least seven state
libraries tried to discourage libraries in their states from responding to the requests. Five
date libraries recommended that libraries should not or need not comply, and two
suggested ways to avoid cooperating. Of the date librarians that advised locd librarians
not to comply, Karen Strenge, the date librarian of Montana, was the most voca. Strenge
sent several broadcast messages to Montanalibrarians, saying:

The library must not release any library record as defined above, any other
document that is judged to meet the Conditutiond criteria, and is not required to
redact any persond information from any library record.>®

Fltering Facts contacted Strenge and determined that the source of this advice
was the Montana date library’s atorney. The author sent another request to Strenge
aking: “Could you please have the dae library’'s atorney put hisher opinion in
writing?’ Strenge responded that “correspondence between myself and the attorney for
the Montana state library is privileged information.”®°

Four other date libraries told libraries they need not comply. Martha Roblee,
asociate director of the Library Development Office of the Indiana date library, sent a
broadcast message to Indiana public libraries stating she did “not believe you are required
to make these records available in any way, even if the names are marked out.”®! Michedl
York, New Hampshire dtate librarian, sent a memo to New Hampshire public libraries
dating, “l have discussed this request [with] the Attorney Generd’s office and have the
following response: You are not required to send this information.”®? Paty Davis, library
sysems adminigrator for the Texas State Library and Archives Commisson, sent the
following message to a group of public librarians in Texas “At this time, please advise
the libraries in your area not to respond until we have some additiond information.” The
Texas date library later advised libraries to comply after the Texas attorney generd
issued an opinion that the records were public information.®®

While the date libraries of Kansas and Kentucky reported that they had “no
documents’ relating to the requests, other documents suggested otherwise®* A letter from
a public library in Kentucky sated that, “We have been advised by officids of the Ky.
Dept. of Libraries & Archives that [in] ‘The Attorney Genera’s opinion . . . the custodian
of those records was not obligated to make such records available’”® A letter sent by the
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Kansas date library to Filtering Facts stated: “All patron records retained by the library
pertan to an identifisble individua which, by policy of the libray and with the
authorization of K.SA. 45221, are confidentid records not subject to public
disclosure”®® Thirteen Kansss libraries sent letters to Filtering Facts refusing the requests
using nearly identicd language.

Other e-mail messages generated by date librarians and sate library employees
suggested ways for libraries to avoid complying with the requests. In a memo to public
library directors, Nancy Bolt, Colorado date librarian, writes, “Mr. Burt's letter is
addressed to Colorado Public Library. Ask your attorney if you are obligated to respond
to a generic letter not seeking information from your library specificaly.”®’

The New York Department of Library Development made libraries aware of a
loopholein the law they could use to avoid responding:

Based on 253 of the Education Law and the judicid interpretation concerning that
and related provisons, | bdieve that a disinction may be made between a public
library and an associdion or free association library. The former would in my
view be subject to the Freedom of Information Law, while the latter would not.®®

PROBLEMS OF COLLECTING DATA

Some libraries are no longer cregating records that could be used to demondrate
the amount of pornographic Internet use in libraries. The most useful data obtained came
from the computer log-files from the public libraries of Cincinnati and Hamilton County.
The Cincinnati library recently changed its policy to dlow adults unfiltered access and
indalled privacy screens. This policy change offered promising research potentid, as the
rate of incidents could be measured to see what, if any, changes occurred as a result of
the policy change. Unfortunately, the director of the Cincinnati library confirmed that al
log-files are now being destroyed on a daily basis.®®

Some of the most interesting data would have been that gathered by the Chicago
Public Library, which announced that its server logs showed that five percent of use was
for pornography. Unfortunately, the Chicago Public Library refused a freedom-of-
information request, claming the logs “conditute notes and memoranda in which
opinions are expressed or policies or actions are formulated. Therefore, the requested
documents are dso exempt from disclosure.” "°

Library publications are dready urging librarians to lobby for laws to exempt
Internet incident reports, even if the names are deleted. Erwin O. Switzer, a lawyer and
the board president of the St. Louis Public Library, recently wrote in Library Journal,
teling librarians thet:

Deeting names is a risky way to maintain confidentidity. That is why some laws
protect even a mere “portion” of a record of a library transaction. Other laws
dlow as much of a library record to remain confidentia as is necessary to protect
the privecy of the patron. There may well be a way to maintain confidentidity by
deleting more than the name, but it is sound policy not to require librarians or
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ther lawyers to spend time and money hypothesizing on wha posshle
disclosures of parts of records could be made while 4ill ensuring confidentidity.
In some cases it will be difficult, if not impossble, to anticipate how information
released to the public a different times and to different people could be pieced
together to destroy confidentiality.”

Switzer goes on to describe his proposed ided solution:

Lobby the legidaiure to edtablish a bright-line categorization: [so thet] your date
now requires that al or part of a record reflecting any Internet activity or access is
confidentid. You now have the lega protection you need, and you have a firm
policy not to disclose a person's Internet use in any way. "2

Librarians are dready trying to put the advice given in Library Journal into
practice. Proposed library record confidentiaity legidation in Ohio would not require
libraries to release Internet incidents:

5) A library may release under divison (b) of section 149.43 of the Revised Code
records that document improper use of the Internet a the library so long as any
patron information is removed from those records. As used in divison (b)(5) of
this section, “Patron information” does not include information about the age or
gender of an individud.”

The Ohio Library Council reported this as a positive development on their website:

Confidentidity Legidaion—H.B. 389 passed the State Government Committee
of the Ohio House of Representatives on January 12th. An amendment was
offered by the sponsor, and accepted by the committee that will permit, but not
require, libraries to release records that document improper use of the Internet so
long as any patron information is removed from the records. We expect that H.B.
389 will pass the full House of Representatives during the week of January 17th.
The bill will then move to the Senate for consideration.”

Libraries are generdly not required to document incidents of Internet abuse, or to
keep server logs. The freedom-of-information requests were ignored by 71 percent of the
libraries, and some librarians are now moving actively to make such records, that may
dtill be created, inaccessible to the public.






THE SOLUTION

The naure of the incidents and ther volume spesk for themselves. No further
commentary is needed to highlight the seriousness of the problems open access to
obscenity, child pornography, and materid harmful to minors is caudng in the nation's
public libraries. It is to be hoped that this report will findly move the discusson beyond
“Is there a problem?’ to “What is the solution?’ Public libraries have attempted a number
of ways to address the pornography problem, but practicd solutions revolve around
picking one of two options. monitoring patrons or filtering Internet access.

WHY CURRENT INTERNET PoLICIESDO NOT WORK

Mog public libraries have an Internet policy. These policies range from terse
datements about the library not being responsible, to detailed rules of behavior. A
common poalicy is the so cdled “tap on the shoulder” policy, where library staff monitors
use and gives a “tgp on the shoulder” to anyone seen viewing pornography. As these
library staff incident reports illugtrate, this leads to a game of “hide and seek” with porn
urfers.

He's here a the Internet! Just wanted to dert you. Someone said that he's getting
quite dick. He goes back and forth between innocuous and offensve screens
quickly if he thinks someone is looking. And he doesn't appreciate librarians
behind him.

—St. Louis County, Missouri, Library

| just closed out another computer with a long list of porno dtes. My problem
with this man is that he aways comes a lunchtime and goes to one of the
computers down on the end 6 or 7). | noticed once before that he’d been viewing
porno, so | tried to catch him today. But he knows how to toggle out by the time |
get dl they way down there. If | dand a a computer nearby he watches me until |
leave. Then (after he leaves) | find this string of “objectionable’ Stes. Because
our schedule varies, I'm not usudly assgned in here & lunchtime. Should | pass
this info dong to the rest of the daff (or to the lunchtime person) so someone can
try to caich him? Or should | consder this confidentid information? (I hate
having to ded with this Suff.)
—Medina County, Ohio, Didtrict Library

Reported that she had been working in a study care near the Internet terminds
for gpproximaidy 2 hours During that time she witnessed a mde chid,
goproximately 11 years in age, accessing adult-oriented web dites at Internet



gation #3. When she would wak past him, he would quickly switch to another
screen. The patron reported having seen staff stroll past a couple of times.
—SKkokie, Illinais, Public Library

| found him looking a a dte titled “Farm Sex.” As | approached, he must have
sensed my coming because he clicked out. | told the reference desk what | saw
and as | walked back toward the machine on the screen was another “Farm Sex”
dte with a photograph of a woman lying in the hay legs soread gpart. When | got
closr, | heard him mutter “oh my gosh.” | told him that we had a tak yesterday
about this same subject. He kept saying he didn't know how he got to these sStes.
After he left | looked in hisgory and the dte he was looking & was
www.wilma.farmsex.net with several web gtes listed beneath. This seems like a
big waste of time for us to condantly monitor someone's Internet sesson for
ingppropriate materid, especidly when the dgn says “Research Only.” In my
opinion, if we see someone looking a things that are not research related, they
should not be usng the machine.
—Davis County Library, Farmington, Utah

While police more often were called for the most serious type of crimes, sich as

atempted molestations, nearly dl other crimes went unreported, as the chat beow

illustrates:

Crime Number Number Reported to Percent Reported to
Documented Police Police

Accessing Child 41 5 12

Pornography

Accessing Obscenity 25 0 0

Exposing Children to 106 0 0

Porn

Public 13 1 8

masturbation/fondling

Total 172 6 3.5

Often sexud perpetrators in libraries do face consequences for their behaviors, but

in comparison to arrest, they aretrivid, asthese library staff incident reports illustrate:

Viewing pornography. _ reported him to me. He said he had just clicked there. |
was about to believe him when a print of a very ingppropriate picture came out of
the printer. | then looked a the stack he printed. All were of pornographicaly
obscene subjects. | confiscated and tore them up. Please tak to and ban for 30
days.

—Rockford, Illinois, Public Library



Offense by patron displaying materid reasonably construed to be obscene. 2nd
offense = banned for 60 days. 3rd offense = banned forever.
—Déphos, Ohio, Public Library

was in on Saturday afternoon. Enclosed are cover sheets of what he was
viewing on the Internet and printing (Www.hotpeep.com, www.bizar.com). Not
only was he viewing inappropriate web dtes, but he was doing so while sitting
next to a girl who was about 11 years old. | explained to him the policy and asked
him if he thought what he was looking a was agppropriate viewing for the young
girl Sitting next to him. He did not answer.
—DeKab County, Georgia, Public Library

Patron who had been previoudy warned @bout usng the Internet to access
pornography came in at about 12:45. Staff began to keep an eye on what he was
doing and a about 1:45 | saw him looking & child pornography. | told him his
search was ingppropriate and that | was going to need to file an incident report
about this. He said “OK.” The name he gave me was ___. (I asked him to spell the
last name) He then immediately left the building. . . . Could find no patron record
under the name he provided.
—Sdt Lake City, Utah, Library

We reprimand maybe one person a month [for viewing obscene materid]. Two
reprimands and your Internet privileges are revoked for a month. Three and
they're revoked permanently. We've only had to do this twice, and both the
patrons were adult men who were accessng kiddy porn. This is illegd, so we
probably should have caled the cops.

—Tuscarawas County, Ohio, Public Library

Sexua perpetrators who frequent public libraries probably are aware that they run
a low risk of apprehenson in when 96.5 percent of the time the worst consequence they
face if caught committing their crimina actsis being escorted from the library.

While some public libraries fal to inform the police of more serious crimes, one
library saw fit to have thiswoman arrested, as reported in American Libraries:

Beverly Goldman, 24, was arrested January 13 for failing to appear in court after
being charged with not returning seven children’s books and videotapes she had
checked out more than 16 months ago from Clearwater, Florida Public Library.
Before taking her into cugtody, police dlowed Goldman, who is seven months
pregnant, to see her five- and sx-year-olds off to school. She spent eight hours in
jal before friends and relatives posted bail, and the library dopped charges after
Goldman's family promised to an the $127.86 she owed for the items, according
to the January 14 Miami Herald.”®

FILTERING SOFTWARE

Filters are much madigned because of ther reputation for supposedly blocking
innocent dStes, paticulaly AIDS dStes, gay dites, and breast-cancer dtes. Yet the evidence
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suggests that the number of dtes blocked accidentaly by filters is extremdy smdl.
Several reports by the group Censorware Project each reveded only a few dozen or
hundred wrongly blocked sites, out of millions of individud web sites™® A 1998 survey
of twenty-four public library adminigraiors who used filters found that public libraries
that filter receive only 1.6 complaints per month about wrongly blocked sites’” The
Memphis Public Library recently ingdled filtering software, and after severd months
reported problems were “a nonevent”:

In a report given to the commisson's education and libraries committee, [City
Librarian Judith] Drescher dated, “Since inddlation, the library has received no
requests from the public to review and block a dte. Library saff has submitted
five sites for review, al of which were blocked.” "

Until now, there had been no actud data gathered from filters in public libraries
and analyzed to examine the nature of web Sites blocked from library patrons.

The data obtained from the Tacoma, Washington, Public Library and the Public
Library of Cincinnati and Hamilton County support the other evidence gathered by the
Censorware Project and Filtering Facts in the concluson that the amount of innocent
gpeech being blocked is indeed extremely smdl. (See Appendix A.) In Tacoma, 1,853
web-page accesses were ingppropriately blocked out of 2,510,460 web pages accessed, or
0.07 percent. In Cincinnati, only 1485 files were inappropriately blocked out of
14,376,211 total files accessed, about 0.01 percent. Clearly, dl the evidence to date
indicates that the problem of filters blocking legitimate information is indeed extremdy
gmdl.

Opponents of filtering sometimes argue that children using filtered Internet access
will be a a competitive disadvantage because they will be denied crucid information.
Children will become pregnant and catch venereal diseases because they were denied
sexud education information. Gay teenagers will commit suicide because they will be
unable to reech out to fellow gay teens on the Internet. Yet millions of children are
required to use filters in public school settings, and there is not one confirmed ingtance
that any of these things have happened.”® Of dl the millions of children who rdy on
filtered Internet access in the home and in school, no child has committed suicide
become pregnant, contracted a disease, flunked a class, or even gotten a bad grade on a
paper because they were equired to use a filter. There is not one shred of evidence to
uggest that any person has ever been meaningfully harmed in any way by being required
to usefilters.

All of these imaginay problems ae in contrad to the many red, wdl-
documented incidents of red harm being inflicted on children by unfiltered Internet
access in public libraries. Children are being accosted with porn, propostioned by
pedophiles, and having therr innocence sripped away even further in an dready too-
grown up world. The failure of librarians to control these problems supports the
appropriateness of laws requiring filtering software.



APPENDIX A
L IBRARY LOG ANALYSES

TAcCOMA PuBLIC LIBRARY

The Tacoma, Washington, Public Library supplied one-year's worth of blocked
and unresolved web dte accesses in 1,020 printed pages covering the period of July 1,
1998, through June 30, 1999. Andyss reveded 1,764 individuad users sessons where
patrons accessed commercia pornography Sites. Patrons accessed 22,364 partialy
blocked websites, which accounted for .9 percent of al web pages. Nonsexud stes and
DejaNews, a mega-Ste with a sgnificant amount of pornographic content, being blocked
accounted for 0.07 percent. In other words, 99.93 percent of the time the filter functioned
properly.

Data Supplied by the Tacoma Public Library. The TacomaPublic Library has
an unusud form of filtering. All access is screened by the filter, Cyber Patrol. But rather
than placing a message on the screen saying “blocked by Cyber Patrol,” the lbrary has a
customized web browser that launches a text-only browser when a blocked webste is
encountered, to alow the viewer to read the text.

A sample entry in the Tacoma log looks like this: 1C102 1999/06/15 15:51:51
16:11:54 PID BLOCKED. The first number, 1C102 represents the workstation number.
The second represents the date, the third the time that the logged sesson began
“15:51:51," the fourth the time of the blocked access, “16:11:54,” the message
BLOCKED, and findly, the address of the website.

This information was used to determine the number of blocked gtes the number
of separate incidents of accessing pornography, and the content of the blocked Sites.

Number of Separate Incidents. Each page of the log files was scanned to
identify separate incidents of patrons viewing pornography. A “separate incident” was
defined as a unique user session from a unique station number, separated by a least two
hours from any previous incident on the same workgsation. Only commercid
pornography Sites were examined, so this left out hundreds of sexudly related web gStes
that were not commercia pornography dtes. There were a totd of 1,764 of these
incidents, compared to eight incidents for which there was written documentation,
meaning that for every documented incident in Tacoma, more than two hundred went
unreported.

Number of Blocked Web Sites. The number of blocked web stes was
determined by taking a random sample of ten pages from each month of logs, for a totd
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of 120 pages out of 1,020 or 11.76 percent. Based on the sample, 22,364 web pages were
blocked during the year out of 2,510,460 total web pages accessed, or 0.9 percent.

Content of Blocked Web Sites. The bulk of the blocked Stes were outright
commercid pornography dtes, and sexudly explicit Stes ather not sdling anything or
featuring smple nudity or explicit sexud discussons. The nonssxud dtes were
composed mostly of one web ste, www.dejanews.com. The blocking of DejaNews, a
complete archive of Usenet posting has been controversd. The makers of Cyber Petrol
cam they must block the entire gte in order to block the numerous and explicit sexud
discusson groups where pornographic pictures are exchanged. Apparently the library
thought it too vauable a resource to completdy block, as it dissppears from the block
logs in October, when the library gpparently unblocked it.

Commercial Pornography Sexually Explicit Dead Links Nonsexual Sites

Sites Sites and DejaNews
Number 12,385 6,180 1,947 1,853
Percent 55 28 9 8

CINCINNATI/HAMILTON COUNTY PuBLIC LIBRARY

The Public Library of Cincinnati and Hamilton County, Ohio, supplied fifty-two
days worth of computer server logs that recorded attempts to access web stes blocked
by the filter, “Bess” From July 27, 1999, to September 16, 1999, the logs recorded
patrons atempting to access files, including images, from blocked web stes 76,570 times
in at least 5,055 separate incidents.

Anaysis of the blocked web dtes indicates this represents a least 4,297 separate
incidents where patrons attempted to access approximately 14,878 pornographic web
pages over fifty-two days. Further andysis of the content of the blocked web Stes
showed that only 2 percent of the blocked Stes were nonsexud in nature, and that this
accounted for only 0.01 percent of al web accesses—or that 99.99 percent of the time the
filter did not block innocent sites.

Data Supplied by the Cincinnati Library. The library sysem employs a
filtering server computer that centraly handles dl Internet requests. The filtering server
is caled Bess and is supplied by a Seattle company, N2H2. Every day Bess generates a
group of summary datidics describing total Internet activity, dong with atempts to
access blocked stes. The summary includes nineteen different datistics, such as “Search
Engine Requests’ and “Totd Bytes” Five of the nineteen datigtics were examined to
determine the amount of Internet requests that were blocked by the filter, the content of
the requests being blocked, and estimations of how many web pages and individud
sessions this represented. An abbreviated example of adaily server log is shown below:



Bess Proxy Server Statisticsfor Thursday, September 16, 1999
Total Requests. 308,870

HTML Requests: 77,734

Total Blocked Requests: 849 (0.27 percen)

Unique Blocked Clients: 115

Top Thirty Blocked URLSs:

(39/ 5 percent) stats.hitbox.convbuttons/hitbox.comO.gif

(28 / 3 percent) www.cyberlounge.comvdc.gif

(21 / 2 percent) www.partyhouse.convbanner s/kar a/kasmod?2f.gif

Top Thirty Blocked Domains:
(82 / 10 percent) stats.hitbox.com
(791 9 percent) www.partyhouse.com
(38/ 4 percent) www.xxx500.com

Total Requests represents the totd number of dl web-rdated files, such as html
pages, aswdl as gif and jpg image files requested by Internet users.

HTML Requests represents the totd number of html files, or individud web pages,
requested by Internet users. Theratio of Total Requests to HTML Requestswas 3.87.

Total Blocked Requests represents the tota of al Internet requests, including images,
blocked by the filter. This indicates that Total Blocked Requests exaggerates the total
number of web pages blocked by 3.87 times.

Unique Blocked Clients represents the number of individud worksations from which
Internet requests were blocked. A minimum number of unique user sessons where
there were attempits to access blocked files can be drawn from thisfigure.

Top Thirty Blocked URLs represents the thirty most often blocked Internet files. The
magority of these blocked files are jpg and gif image files. The numbers to the right of
the URL of each blocked file, such as (39 / 5 percent), represent the number of times
that file was blocked on tha day, and the percentage of tota blocked files it
represents.

Top Thirty Blocked Domains represents the thirty most frequently blocked Internet
domains or highest level web Ste addresses. This information was less useful than
Top Thirty Blocked URLs, since the files being blocked were sometimes severd
directory levels down from the top of doman. For example, Top Thirty Blocked
Domains would report the file www.angelfire.com/in2/exotichikini/images/nl.gif
being blocked as smply www.angelfire.com. Therefore, the content of Top Thirty
Blocked URLs was andyzed rather than Top Thirty Blocked Domains.

Summary of the Statistics. Totd numbers for four of the statistics for each of the
fifty-two days were compiled in amanner displayed in the table on the next page:
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Total HTML Requests Total Blocked Percent Blocked Unique Blocked
Requests Requests Clients

14,376,211 3,717,383 76,570 0.53% 5,055

Total Requests were divided by HTML Requests to determine the ratio of tota
requests to actuad web pages, 3.87. Applying this ratio to Total Blocked Requests
indicates that approximately 19,837 actud web pages were blocked during the fifty-two-

days.

The 5,055 Unique Blocked Clients means that on at least 5,055 separate occasions
users were blocked from accessing files. This dmost certainly understates the number of
separate occasons, snce there were likdy multiple incidents from the same workstation
on the same day.

Each of the 1,500 URLs supplied in the Top Thirty Blocked URLs were analyzed
for content. The tota number of occurrences of blocked URLs tha could be identified
through the Top Thirty Blocked URLs datistic was 35,701. This represents 47 percent of
the 76,570 Total Blocked Requests and there is no reason to assume that this does not
reasonably reflect the content of al blocked accesses. The number of times each URL was
blocked was added to determine the totals for each content area. Some URLS were blocked
hundreds of times. The complete datais contained in thistable:

Commercial Sexual Dead Undeterminable Nonsexual Total
Pornography Sites Sites Links Sites

Number 26,695 3,381 2,254 2,639 732 35,701

Percent 76 9 6 7 2 100

Non-Sexual Sites
2%

Commerical
Undeterminable Porrg)_graphy
7% ites
76%
Dead Links
6%
Sexual Sites

% Analysis of Blocked Websites
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Content of Blocked Web Sites. Every URL liged inthe Top Thirty Blocked URLSs
datistic was checked for content. There were 1,500 separate entries, although a number
of the URLs were liged multiple times. Each URL was examined, dong with the man
doman home page and the immediate directory web pages For example,
www.partyhouse.comv/banner s/kara/kasmod2f.gif was examined, dong with the man
domain home page, www.partyhouse.com, and the immediate directory web pages in
www.partyhouse.convbanners/kara. A determination was made as to which category the
blocked portion of the web Site belonged.

Commercial Pornography Stes were Stes that: 1) featured “Adults Only” type
warnings somewhere on the dte and 2) were engaged in sdling  pornographic
photographs, text, or chat rooms. Examples of this type of site were xx.fsn.net, “The
Fetish Sex Network,” and www.slut-o-rama.com.

Sexual Stes were ether non-commercia pornography Stes, Stes that depicted
nudity in a casud or atisic way, or dgtes that featured explicit sexud discussons.
Examples of this type of Ste were energy4life.com and www.chocolatebikini.com both of
which featured mild nudity.

Undeterminable URLs were portions of dtes that served images or banners to
metarstes, and the directory or sub-page where the image was serving was not
determinable. The mgority of these URLS were from the meta-Ste www.geocities.com,
which features thousands of individud user home pages, and serves these dtes with
image files such as www.geocities.com/toto?s=19190030.

Dead Links were stes or relevant portions of dites that returned a “not found” or
“error” message.

Nonsexual Stes were stes that had no explicit sexud content at dl. This included
stes such as www.dylanology.com, a site devoted to Bob Dylan and www.defendoor.com,
adoor security product.

Number of Incidents. Because the logs do not link each access with an
individua workdation, it is not possble to precissly determine how may separate
incidents occurred. However, Bess records the Unique Blocked Clients statistic for the
number of individua workgations where a blocked attempt occurred. The total number
of Unigue Blocked Clients for the fifty-two days was 5,055. Assuming that at least 85
percent of blocks were sexua or from commercia pornography stes, this trandates into
an edimate of a least 4,297 separate incidents where patrons attempted to access
pornography. Since more than one session involving an attempt to access a blocked ste
amogst certtanly occurred on the same workgations, this number undergtates the tota
number of incidents.

Conclusions. The sample of 47 percent of al blocked URLs andyzed reveded
only 732 times where a patron encountered a wrongly blocked ste. This would trandate
into about 1,485 wrongly blocked accesses out of 14,376,211 total accesses, about 0.01
percent. What this means is that 99.99 percent of the time the filter blocked no innocent



dtes, and that the chance of a patron encountering a wrongly blocked ste is about one in
ten thousand.

Parons a the Public Library of Cincinnati and Hamilton County made sgnificant
attempts to access hard-core pornography and obscenity through the Internet. While 0.53
percent of al web accesses may not sound sgnificant, this trandates into thousands of
separate incidents in only a two month period, many of which very likdy involved the
illegd trangmisson of obscenity.

The fact that during the teding the library had complete filtering on dl terminds
and no privacy screens certainly decreased attempts to access pornographic web sites. It
is worth noting that another large urban library sysem in the Midwes, the Chicago
Public Library, peformed a smilar test during a smilar period, the summer of 1999. The
Chicago Public Libray has unfiltered access and privacy screens, and its logs show 5
percent of access to be pornographic, or ten times the levels recorded by the Cincinnati

library.

On December 12, 1999, the Public Library of Cincinnati and Hamilton County
changed its policy to dlow adults to have unfiltered Internet access at workstations that
employ privacy screens. One of the dtes patrons attempted to access hundreds of times
was http://soiroom.hyperchat.com/rapfan, a “Rape Fantasy” chat room. On one day
aone, August 8, 1999, there were 225 separate attempts to access this site. The most
likdy concluson is that dl 225 atempts were made by a lone individud compulsvey
trying to resch the “Rape Fantases’ chat room. Assuming this individud is an adult, he
is now freeto use the Cincinnati library to act out his “Rape Fantasies”

DAYTON/MONTGOMERY COUNTY PUBLIC LIBRARY

The Dayton and Montgomery County Public Library supplied seventeen months
worth of computer server log daily summaries that recorded attempts to access web Stes
blocked by the filter Bess. A totd of 342 days worth of log summaries were usable. From
June 4, 1998, to October 24, 1999, the logs recorded patrons attempting to access files,
including images, from blocked web dtes 248,589 times in a leest 14,358 separate
incidents. Adults a the Dayton library have the ability by entering their patron barcodes
to overide the filter and look a anything they want. Unfortunately, only summary
datistics were provided, so the content of the blocked web dtes was unavailable for
andyss, and thereisno log of how often the filter was overridden.

Data Supplied by the Dayton Public Library. The Dayton and Montgomery
County Public Library employs a filtering server computer that centraly handles dl
Internet requests. The filtering server, Bess, is supplied by a Sedttle company, N2H2.
Only 342 of the daily logs were usable, because many of the daily logs contained only
patid information. Every day Bess generaes a group of summay datistics describing
totd Internet activity, dong with attempts to access blocked stes. The summary includes
nineteen different datistics, such as “Search Engine Requests’ and “Totd Bytes” Five of
the datisics were examined to determine the amount of Internet requests tha were



blocked by the filter and estimations of how many web pages and individud sessions this
represented. An abbreviated example of adaily server log is shown below:

Date Total HTML Total Percent Unique Unique
Requests Requests Blocked Blocked Blocked URLs Blocked
Requests Requests Clients

1-Jun-98 157,185 40,294 333 0.0021 189 41

Total Requests represents the totd number of dl web-rdated files, such as html
pages, aswdl as gif and jpg image files requested by Internet users.

HTML Requests represents the totad number of html files, or individud web pages,
requested by Internet users. Theratio of Total Requests to HTML Requestswas 3.99.

Total Blocked Requests represents the tota of al Internet requests, including images,
blocked by the filter. This indicates that Total Blocked Requests exaggerates the total
number of web pages blocked by approximately 3.99 times.

Unique Blocked Clients represents the number of individud worksations from which
Internet requests were blocked. A minimum number of unique user sessons where
there were attempts to access blocked files can be drawn from thisfigure.

Summary of the Statistics. Totd numbers for four of the five datigtics for the
342 days are shows below:

Total HTML Requests Total Blocked Percent Blocked Unique blocked
Requests Requests Clients
69,032,300 17,289,865 248,589 0.36% 14,358

Total Requests were divided by HTML requests to determine the ratio of tota
requests to actual web pages, 3.99. Applying this ratio to Total Blocked Requests
indicates that approximatdy 62,303 actud web pages were blocked during the 342-day

period.

The 14,358 Unique Blocked Clients means that on at least 14,358 separate
occasons usars were blocked from accessng files. This dmogt certainly understates the
number of separate occasons, dnce there were likdy multiple incidents from the same
workstation on the same day.

Number of Incidents. Because the logs do not link each access with an
individua workdetion, it is not possble to determine precisdy how may separate
incidents occur. However, Bess records the Unique Blocked Clients daidic for the
number of individual worksations where a blocked attempt occurred. The total number
of Unique Blocked Clients for the 342 days was 14,358. Since more than one sesson
involving an attempt to access a blocked ste dmost certainly occurred on the same
workgtations, this number understates the total number of incidents.






APPENDIX B

A REVIEW OF PORNOGRAPHY L AW
by
Janet M. LaRue, Esq.
Senior Director of Legd Studies
Family Research Council

There is an asolute and enforcesble crimind prohibition under current federa
laws agang the transmisson of obscene materid and child pornography over the
Internet, Usenet, World Wide Web, Bulletin Board Systems, chat rooms, e-mail, ad
other online services (Reno v. ACLU, 521 U.S. 844, 117 S. Ct. 2329 (1997). (See Title 18
of the United States (Criminal) Code, Sections 1462 and 1465.) It is unlawful to transmit
obscenity and child pornography by computer and services that use phones lines and
common caries, jus as it is by mal or any other method of interdate or foreign
commerce. Such illegd acts aso conditute racketeering predicates under the RICO Act
(18 U.S.C. 8§ 1961, et seq.) Sate laws likewise make it illegd to bring child pornography
into a gtate or digribute it within a Sate.

Obscenity and child pornography are not protected by the Firds Amendment and
ae not within the area of conditutiondly protected speech or press. The universd
judgment that obscenity and child pornography should be restrained is aso reflected in
the internationd Treaty fird adopted in 1911 and now administered by the United
Nations on behdf of the United States and more than 100 nations. [See Agreement for the
Suppression of the Circulation of Obscene Publications, 37 Stat. 1511, Tregties in Force
209, U.S. Dept. of State, cited in Roth v. United Sates, 354 U.S. 476, 495 n. 15 (1957).]

The dissamination of sexudly explicat materid legdly defined as “harmful to
minors’ involves the safety of children—a matter of “surpassing” public importance.
Mogt daes have enacted “harmful to minors’ legidation, patterned after the U.S.
Supreme Court case of Ginsberg v. New York, 390 U.S. 629 (1968), which upheld
controls on the dissemination of harmful metter to minors even though that maiter may
not be obscene for adults. In Ginsberg, the Supreme Court definitivedy hdd that
protecting children from exposure to obscene and harmful materid satisfies a compelling
dae interest. This was reaffirmed by the Court in Reno v. ACLU, supra, which
recognized the legitimacy and importance of the goa of protecting children from harmful
materids, even though it druck the indecency provisons of the Communications
Decency Act. The Court in Reno did not deny the states their power to enforce such
“harmful to minors’ laws, just as the Court reaffirmed the enforcement of obscenity laws

in “cyberspace.”
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The voluntary and discretionary use of filtering/screening software by libraries
and schools, both public and private, as well as by private companies and inditutions, to
assig in preventing the acquigtion of illegd and objectionable pornography from the
vaious interactive computer services avalable through the Internet and other online
databases and to restrict access to sexudly explicit pornogrgphic materiad on computer
terminds, is lawful and fully conggent with the Conditution. It is conditutiondly
permissble and agppropriate for an adminidration or governing board to employ a
software-filtering device for library or school computers that provide access to the
Internet, Usenet, or other online services.

Even though the use of such filters may or may not be required by law, libraries
and schools have the right and the privilege of making voluntary use of software
programs and services to avoid public, semi-public, and private property from being used
to improperly acquire, sdect, or access materid that is unsuitable, offensve, or otherwise
undesrable. Such materids may include, but are not limited to, that which meets the
definition of obscenity as expressed in Miller v. California and its progeny (“hard-core
pornography”); child pornography, as defined in New York v. Ferber, and 18 U.S.C. 88
2252, 2256 (minors engaged in sexudly explicit conduct or lewd/lascivious genita
exhibitions); materid harmful to minors, as defined by the “Millerized” Ginsberg test
(“soft-core pornography”). Such discretion may dso include denying access to whatever
other materid a board, adminigrator, librarian, or teacher finds to be “educationdly
unsuitable” for patrons or minor children; or materids which could cause the use of
property, facilities, or services to create a hostile work environment or conditute sexud
harassment under gpplicable state or federd law.

Libraries, schools, and businesses making good faith use of such access redtriction
software to protect children or to avoid illegd materids for adults are protected from
ligbility by the “Good Samaritan” immunity provided by the CDA. See 47 U.S.C. § 230
(©)(2), 110 Stat. 139 (1996). Libraries, in particular, should not, need not, and have no
legd judification or obligation to provide minor children with access to hard-core or soft-
core pornography or to child pornography and have no obligation or jusification to
obtain or provide adults with access to obscenity or child pornography.

In addition to the above condderations, whether exposure occurs in a public
library, school, non-profit group, or a business, workplace pornography and computerized
“cyberporn” are a source of potentid legd liability for those vested with management or
control over the respective work environments. The viewing of pornography in public
places cregtes an offendgve, uncomfortable, and humiliating environment (in addition to
unlawfully exposng or disdlaying such “hamful” materid to minors). Pornography in
the workplace can condtitute, or be evidence of, sexud harassment in violation of Sate
and federd civil rights laws and cregete or contribute to a hodtile environment in violation
of Title VII's generd prohibition againg sexud discrimination in employment practices.
See 42 U.S.C. § 2000e-2; 29 CFR § 1604.11; 18 U.S.C. § 242; 42 U.S.C. 88 1981, 1982.
See “Pornography, Equdity, and a Discrimination-Free Workplacee A Comparative
Perspective,” 106 HARVARD LAW REVIEW pp. 1075-92 (1993); Robinson v. Jacksonville
Shipyards, 760 F. Supp. 1486 (M.D. Fla. 1991).



Library officids and governing bodies should dso be reminded of the concesson
made by the ALA in Reno that, obscenity is lawfully and totdly “banned’ in cyberspace
because it is illegd and enjoys no Firs Amendment protection. See Reno at 879.
Conggent with this admisson of exiging and vdid law, the ALA’s “censorware”
oppostion to filtering practices is legally and mordly groundless. Therefore, obscenity,
child pornography, and harmful to minors materias should not be subject to unrestricted
access on library Internet equipment.®® It is unimaginable and unacceptable for a public
library, which is a governmert agency acting as patron of services, to provide access to
illegd materid in violation of its own laws when, acting as sovereign, government has a
duty to prosecute and punish others for doing so.

THE ALA BiILL OF RIGHTSAND CODE OF ETHICS

Even though the ALA and ther lawyers a the ACLU admit that obscenity, child
pornography, and materid harmful to minors that is knowingly displayed or disseminated
to minors ae without conditutionad protection, they vehemently disagree with the law
and want it changed.

The ALA’s postion is expressed in their Bill of Rights? and their Code of
Ethics®? When one has an informed understanding of the nature of obscenity and child
pornography, it is evident tha for the ALA to knowingly dlow adults and especidly
children, access to illega pornography in public libraries is a violaion of its own sdf-
proclaimed principles.

Fire, legidators and library and school boards should understand thet the ALA isa
private trade association, with no lega right or authority to impose policy on a publicly
supported inditution. The ALA, as a privae entity, cannot lawfully be granted veto power
over the discretion vested in these public officias. In the public debate regarding filtering
software, public officids rdiance on the Library Bill of Rights to the exduson of date
and federal law proscribing obscenity and child pornography and State laws protecting
minors from exposure to materid harmful to minors, is the legd equivdent of an
unlavful deegation of the lavmeking power to a private association, as condemned in
the mandatory MPAA rating cases. To permit the ALA to run America’s libraries is akin to
permitting the American Bar Association to run America s courts.

The ALA’s Library Bill of Rights merdy represents the personad opinion and
private views of a private entity and/or of its members. It does not conditute “legd
authority” upon which public decisons may be lawfully based. The Library Bill of Rights
represents a “model code” of the ALA, and must be accorded the same trestment given the
sdf-regulatory “modd codes’ of any other private entity, such as a plumbers or
eectricians union dandards, Teamsters Union driving code, Underwriters Laboratory
sandards, or the Motion Picture Association of America (MPAA) movie reting system.

The law cannot be interpreted as giving private organizations, such as the ALA, a
“veto power” over federd and date law. The California Court of Apped addressed the
treatment to be accorded a model code of a private trade associaion in International
Association of Plumbing and Mechanical Officials et al. v. California Building Standards
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Commission, 55 Cal. App. 4th 245 (1997), petition for rehearing denied June 17, 1997,
petition for review denied August 13, 1997, 1997 Cal. LEXIS 5089.

“Manifestly, any association may adopt a ‘code but the only code that
conditutes the law is a code adopted by the people through the medium of their
legidatures. The Plumbing Officids Associaion is purdy private and in no sense
represents the people.’”[quoting Columbia Specialty Co. v. Breman (1949) 90 Cal. App.
2d 372, at 378].83

Next, an informed underdanding of the pornography avaladle on the Internet is
essentid.  Child  pornography is neither art nor “expresson.” It is a crime scene
photograph that records the sexud abuse of a child in progress and in pictures. It is
produced, distributed, and possessed by preferentiad child molesters (pedophiles), not to
express an opinion, but for ther own peverse sexud gimulaion and gratification. It is
used by pedophiles to desengtize children and to educate them as to what the molester
wants them to do; it is used to “black mail” the child victim into slence; it is traded with
other pedophiles for additiond child pornography or to gain access to other child
victims®

But even if child pornography were a type of expresson, it cetanly is not the
“free expresson” of the child victim depicted in the photogreph. It is compeled
expresson, which is a violation of the child victim's right not to engage in “speech” or
“expressve’ conduct againg his or her will.

It is the result of ether the use of force, duress, or coercion of a child, who is
physcdly and emotiondly incgpable of resding an adult sex offender and legdly
incapable of consenting to engage in sexud conduct, or to the production, distribution,
purchase, or possesson by another, of the visud depictions of the illegaly produced
visud images.

In West Virginia State Board of Education v. Barnette, 319 U.S. 624, 642 (1943),
the Supreme Court struck down a state board of education rule requiring public school
pupils to saute the flag of the United States while reciting the pledge of dlegiance. The
magority opinion, often quoted in “compeled speech” cases, hed: “If there is any fixed
dar in our conditutiond congdlation, it is that no officid can prescribe what shdl be
orthodox in politics, nationdism, rdigion, or other maiters of opinion or force citizens to
confess by word or act their faith therein.”

As the Firs  Amendment protects a child from being compelled to sdute the flag
and recite the pledge of dlegiance, it would aso protect the child's right not to have a
visuad reproduction of the compelled “expresson” viewed or possessed by others. No one
has a First Amendment right to see or hear another’s compelled “expression.”

A compulsory New Hampshire license plate law that made it a crime to obscure
the motto, “Live Free or Die,” was struck down in Wooley v. Maynard, 430 U.S. 705, 715
(1977). The Court stated:

We begin with the proposgtion that the right of freedom of thought protected by
the Firda Amendment againg date action includes both the right to spesk fredy



and the right to refrain from spesking at dl. . . . The right to speask and the right to
refrain from spesking are complementary components of the broader concept of
‘individua’ freedom of mind. . . . Here, as in Barnette, we are faced with a Sate
measure which forces an individud, as pat of his daly life—indeed congantly
while his automobile is in public view—to be an ingrument for fostering public
adherence to an ideological point of view he finds unacceptable. In doing so, the
State invades the sphere of intellect and spirit which is the purpose of the Firg
Amendment to our Conditution to reserve from officid control. [Citations
omitted].

Cetanly, if a dtizen canot be compdled to use his private automobile as a
“mobile billboard,” a child cannot be compelled to have his or her body sexudly violated
and used as the “dally” and “constant” “public’ means of facilitating the perverse and
illegd “expresson” of achild molester.

The Firda Amendment protects every person, including children, from forced or
coerced expresson. Each time a visud reproduction of a child's sexud abuse is viewed
by others, his or her Firss Amendment free expresson and privacy rights are violated in
the most outrageous way. That is precisdly what the ALA facilitates by advocating for
unfiltered access to dl Internet materid, including child pornography. It is the epitome of
hypocrisy for the ALA to fadlitate the invason of privacy and exploitation of sexudly
abused children, who have been forced or coerced into sexua “expression,” while
cdaming in ther Bill of Rights and Code of Ethics to bdieve in and protect free
expression and privacy rights.

In addition, to gpprove or assis the proliferation of hard-core adult pornography
and child pornography on library computer terminas crestes an offendve and hodile
work environment for library employees. In doing so, the ALA is blaantly violating its
own Code of Ethics, in which they clam to “treat co-workers and other colleagues with
respect, farness and good fath, and advocate conditions of employment that safeguard
the rights and wefare of al employees of our inditutions.”

Exposing children, pedophiles, and adults to such material teaches a dangerous
and distorted message about sex. In pornography, human beings have no vaue apart from
their body parts; the “rape myth” is perpetuated; sex is separated from love and replaced
by sdf-gratifying, sdif-centered lugt a the cost of human dignity.

Will Americans ever forget the videotaped image of the two-year-old boy in
England as he was being led out of a shopping mdl to his desth holding hands with his
two tenyear-old murderers? Following the kidnapping and murder of the toddler, the
British became darmed about media effects. Mimicking Child’s Play 3, a horror video
rented by the father of one of the killers, the two boys splashed the toddler with blue
paint, battered his face and placed his tiny body on train tracks to be severed—al scenes
in the film. The father had rented hundreds of horror and pornography videos, laying
down the brain gructure for a brutd killer. The Sky Televison saellite network canceled
its scheduled showing of Child’s Play 3and at least one British video store destroyed its
copies of the film (The Toronto Sun, November 26, 1993).8°
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Incredibly, the “Online Computer Libray Center” ligs twenty-five public
libraries across he country that offer Child's Play 3.2° If those libraries follow the ALA
Bill of Rights, we are assured that they will permit a child to borrow it. Furthermore,
under the ALA privacy guiddines, the libraries would mogt likely refuse to respond to the
parent's request for information aout what library materids and sarvices ther child has
accessed. As the Intellectual Freedom Manual (ALA, 5th edition) states, “Freedom to
express onesdf through a chosen mode of communication becomes virtudly meaningless
if access to that information is not protected.” Indeed, does the ALA expect Americans to
believe that the United States would not reman a free and open society if the ALA
cooperated in keeping hard-core and child pornography out of public libraries and Child's
Play 3 out of the hands of children?

Keep in mind the contempt the ALA has for “censors” those individuds who
chdlenge the ALA’s choice of certain library materids. They think others

may not have a broad knowledge of literature or of the principles of freedom of
expresson. . . . Although an attempt to stereotype the censor would be unfair, one
generdization can be made Regardless of specific motives, dl would-be censors
share one beliel—that they can recognize “evil’ and tha other people must be
protected from it. Censors do not necessarily believe their own morads should be
protected, but they do feel compelled to save their fellows®’

Even poor souls with knuckles dragging upon the ground can recognize the evil of child
pornography and obscenity, unlike the enlightened spirits a the ALA.
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